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Introduction	—	The	QSA	Confessional

A	clean	ROC	on	a	broken	network	is	a	ticking	time	bomb.

The	Report	on	Compliance	was	clean.	Properly	clean	—	not	the	kind	you	wave	through	on	a	Friday	afternoon,	but	the	kind	you

could	defend	in	a	room	full	of	lawyers.	Every	requirement	met,	every	artifact	in	its	folder,	an	assessor’s	signature	on	the	cover.

It	doesn’t	matter	whose.	Could	have	been	mine.	Could	have	been	any	competent	QSA’s,	and	that	is	precisely	the	point	of	the

story.

The	environment	it	described	was	a	payment	switch	—	the	system	that	takes	a	transaction	and	decides	where	it	goes	—	and	at

the	moment	of	assessment	it	was	a	small,	disciplined,	defensible	thing.	Tight	scope.	Cleanly	segmented.	Logged.	Multi-factor

authentication	on	every	door.	The	new	version	of	the	switch,	the	one	the	company	was	preparing	to	roll	out,	sat	in	its	own

separate	environment,	walled	off	from	production,	exactly	where	a	system	still	under	construction	belongs.	I	would	have	signed

it	too.

Then	the	assessor’s	car	left	the	parking	lot,	and	the	company	got	to	work.

Over	the	next	few	weeks	they	did	what	every	company	does	when	a	project	finally	clears	its	audit:	they	shipped	it.	They	began

merging	the	new	switch	into	production	—	wiring	it	into	the	live	transaction	flow,	interconnecting	it	with	systems	that	had	been

comfortably	out	of	scope	a	month	earlier,	opening	the	paths	it	needed	to	do	its	job.	Reasonable	engineering,	all	of	it.	Nobody

was	negligent.	Nobody	was	lazy.

What	nobody	did	was	the	thing	the	paperwork	had	already	promised	on	their	behalf.	The	Attestation	they	had	signed	was	not

just	a	snapshot	of	one	good	day;	it	carried	a	commitment	—	that	the	controls	would	stay	in	place,	and	that	any	significant

change	to	the	environment	would	be	brought	back	into	compliance	before	it	went	live.	And	v4.0.1,	the	version	of	the	standard

they	were	now	measured	against,	says	the	same	thing	with	far	more	teeth:	after	a	significant	change,	every	affected	control	has

to	be	re-confirmed,	the	scope	re-drawn,	the	new	paths	re-secured.	A	new	transactional	switch	merging	into	production	is	about

as	significant	as	a	change	gets.

It	never	happened.	The	MFA	that	guarded	the	old	environment	was	never	extended	to	the	new	interconnections.	The

segmentation	that	had	made	the	scope	so	small	was	the	first	casualty	of	fusing	two	networks	into	one.	The	logging	that	watched

the	assessed	systems	did	not	follow	the	card	data	onto	the	systems	that	were	suddenly,	quietly,	carrying	it.	The	environment

that	breached	was	not	the	environment	I	had	assessed.	It	had	grown	past	the	edges	of	the	diagram,	and	not	one	of	the	controls

had	grown	with	it.

Roughly	thirty	days	after	the	cleanest	report	of	that	quarter,	the	card	brands	called	about	a	common	point	of	purchase.	The

switch	—	the	new	one,	the	one	that	had	been	so	carefully	isolated	right	up	until	the	moment	it	wasn’t	—	was	the	way	in.

(That	company	doesn’t	exist.	It	is	a	composite,	like	every	private	case	in	this	book.	But	I	have	watched	this	exact	movie,	with

different	actors,	more	times	than	I	would	care	to	admit.)

The	confession	the	title	promises

Here	it	is,	and	it	is	not	a	comfortable	one	for	my	profession:	a	clean	Report	on	Compliance	is	not	the	same	thing	as	a	secure

company.	It	never	was.	The	report	describes	a	moment.	The	company	lives	in	time.	And	the	gap	between	the	two	—	between	the

building	I	assessed	and	the	building	you	actually	operate	the	other	three	hundred	and	sixty-four	days	of	the	year	—	is	where

nearly	every	breach	I	have	ever	traced	was	born.

The	industry’s	answer	to	that	gap,	for	twenty	years,	has	been	to	buy	things.	More	tools.	More	dashboards.	More	cloud.	More

budget.	If	the	last	audit	hurt,	the	reflex	is	to	acquire	a	platform	that	promises	to	make	the	next	one	painless	—	a	SIEM	with	its

own	zip	code,	an	identity	suite	with	a	four-letter	acronym,	a	managed	service	that	swears	it	will	carry	the	weight	so	your	people

don’t	have	to.	The	spend	climbs	every	year.	The	breaches	do	not	fall.	We	have	built	an	entire	economy	on	the	belief	that

security	is	something	you	can	purchase,	and	the	belief	is	wrong.

I	have	sat	in	a	security	operations	center	that	cost	more	than	some	banks	and	watched	the	analyst	on	shift	fail	to	answer	a

single	simple	question,	because	the	people	who	configured	the	glass-walled	marvel	had	gone	home	eighteen	months	earlier	and

nobody	left	in	the	building	could	run	it.	I	have	also	sat	with	a	four-person	fintech	in	Bogotá	whose	entire	team	could	draw	their

card-data	flow	from	memory	and	tell	me,	without	looking,	exactly	what	would	page	them	at	three	in	the	morning.	One	of	those

companies	was	secure.	It	was	not	the	expensive	one.

Four	pillars	and	a	lens



That	contrast	is	the	whole	argument	of	this	book,	and	it	resolves	into	four	ideas	—	four	pillars	I	return	to	at	the	close	of	every

chapter,	because	every	PCI	requirement,	once	you	strip	the	catalog	number	off	it,	is	standing	on	one	of	them.

Asset	Visibility	is	knowing	what	you	actually	have:	every	system,	every	data	flow,	every	forgotten	box	—	including	the	new

switch	you	merged	into	production	last	Tuesday.	You	cannot	secure,	isolate,	or	exclude	what	you	do	not	know	exists.

Data	Minimization	is	refusing	to	hoard.	The	safest	cardholder	data	is	the	data	you	never	stored.	Every	record	you	delete,	or

never	collect,	is	one	you	do	not	have	to	protect,	monitor,	encrypt,	or	explain	to	me.

Operational	Continuity	is	running	your	controls	every	day	instead	of	once	a	year.	It	is	the	pillar	v4.0.1	finally	put	a	price	on,

and	it	is	the	one	the	switch	company	failed:	a	control	that	lapses	the	moment	the	audit	ends	was	never	a	control.	It	was	a	pose.

The	Human	Factor	is	the	one	the	rest	of	the	field	gets	exactly	backwards.	You	have	heard	that	people	are	the	weakest	link	in

security.	In	PCI	DSS	that	is	not	merely	wrong;	it	is	the	most	expensive	misunderstanding	in	the	business.	A	tool	does	not	decide

to	extend	MFA	to	the	new	environment.	A	tool	does	not	notice	that	the	segmentation	just	collapsed.	People	do,	or	they	don’t.	A

trained,	accountable	person	is	the	strongest	control	you	will	ever	deploy,	and	the	one	no	platform	can	replace.	That	is	the	thesis

this	book	defends,	chapter	after	chapter:	in	payment	security,	people	are	the	decisive	control	—	the	strongest	link,	not

the	weakest.

Running	through	all	four	is	a	way	of	seeing	that	I	will	use	in	every	chapter,	and	I	want	you	holding	it	from	the	first	page.	I	call	it

the	QSA’s	Eye	—	the	way	an	experienced	assessor	actually	looks	at	your	environment,	which	is	not	the	way	you	would	like	to	be

seen.	I	assume	your	scope	is	wrong	until	you	show	me	it	is	right.	I	follow	your	data,	not	your	diagram,	because	the	diagram

shows	me	what	someone	hopes	is	true	and	the	data	shows	me	what	is.	I	ask	the	engineer	the	question	the	compliance	team

cannot	answer,	because	the	engineer	knows	where	the	bodies	are	buried.	And	when	your	evidence	is	tidy	in	a	way	that	real

operational	history	never	is,	I	get	suspicious	—	because	smooth	is	the	texture	of	a	story,	and	lumpy	is	the	texture	of	the	truth.

I	am	handing	you	that	lens	for	a	selfish-sounding	reason	that	is	actually	generous:	if	you	learn	to	look	at	your	own	environment

the	way	I	will,	you	will	find	the	forgotten	switch	before	I	do.	That	is	the	entire	difference	between	a	remediation	item	and	a

breach	notification	on	your	own	letterhead.

Where	this	leaves	you,	in	2026

A	word	on	when	you	are	reading	this,	because	it	matters	more	than	it	used	to.	It	is	2026,	and	PCI	DSS	v4.0.1	is	the	only

standard	in	play.	The	transition	era	—	the	long	grace	period	when	the	new	requirements	were	future-dated	and	you	could	nod

at	them	and	move	on	—	is	over.	The	requirements	that	became	mandatory	on	March	31,	2025	are	simply	the	requirements	now.

And	the	largest	single	shift	in	how	the	standard	is	enforced	is	this:	an	assessment	no	longer	accepts	a	photograph.	It	wants	the

footage	—	roughly	twelve	months	of	evidence	that	your	controls	actually	operated,	on	their	required	cadence,	across	the	whole

year,	not	a	policy	binder	assembled	the	week	before	I	arrive.	The	switch	company	would	fail	today	not	only	on	the	breach	but	on

the	gap	itself,	because	they	could	not	show	the	change	had	been	re-validated.	It	hadn’t.

This	book	is	written	for	the	people	standing	in	front	of	that	reality	without	a	map.	The	founder	who	needs	a	compliance

attestation	to	close	a	deal	and	has	ninety	days	to	produce	one.	The	CISO	who	inherited	a	program	built	entirely	around	audit

week	and	can	feel	it	wobbling.	The	engineer	handed	“make	us	PCI	compliant”	with	no	budget,	no	headcount,	and	a	flat	network

they	did	not	build.	The	team	—	in	Bogotá	or	São	Paulo	or	Austin	—	that	suspects,	correctly,	that	it	has	been	spending	money	in

all	the	wrong	places.	If	that	is	you,	the	good	news	is	the	one	this	whole	book	exists	to	deliver:	you	do	not	get	there	by	spending

more.	You	get	there	by	doing	a	handful	of	basic	things	well,	every	day,	and	being	able	to	prove	it.

That	is	why	the	title	is	Back	to	Basics,	and	why	going	back	is	the	way	forward.	So	we	start	where	every	real	assessment	starts,

and	where	the	switch	company’s	troubles	started	too	—	not	with	the	tools,	not	with	the	cloud,	but	with	the	oldest,	cheapest,

most	decisive	question	in	payment	security:	do	you	actually	know	where	your	card	data	is?

That	is	scoping.	It	is	ninety	percent	of	the	battle.	Turn	the	page.



Chapter	1	—	Scoping	Is	90%	of	the	Battle

Without	aggressive	segmentation,	your	whole	enterprise	is	in	scope.

The	network	diagram	was	beautiful.	Clean	boxes,	sensible	colors,	a	tidy	little	Cardholder	Data	Environment	boxed	off	in	the

corner	like	a	vault	in	a	bank	lobby.	The	CISO	had	it	printed	on	foam	board.	Eleven	systems	in	scope.	Tight.	Defensible.	The	kind

of	scope	a	QSA	is	supposed	to	nod	at	and	move	on.

I	asked	one	question:	Where	do	the	daily	transaction	files	go	after	the	gateway	hands	them	off?

Nobody	at	the	table	knew.	Not	the	CISO,	not	the	two	network	engineers,	not	the	compliance	lead	who	had	built	the	foam	board.

So	we	walked	it.	Forty	minutes	of	“ask	the	next	person”	later,	a	contractor	who’d	been	there	nine	years	pointed	at	a	rack

nobody	had	touched	since	a	data-center	move	and	said,	“Oh	—	the	old	dev	box	still	pulls	a	copy	of	those	for	testing.	We	were

going	to	decommission	it.”

That	box	had	a	backup	directory.	The	backup	directory	had	three	years	of	transaction	exports.	The	exports	had	Primary	Account

Numbers.	In	the	clear.	On	a	server	that	was	patched	sometime	during	the	previous	U.S.	presidential	administration,	sitting	on

the	same	flat	VLAN	as	the	developers’	laptops,	which	sat	on	the	same	VLAN	as	the	guest	Wi-Fi.

Eleven	systems	in	scope,	the	foam	board	said.	The	real	number	was	closer	to	everything.

(This	is	a	composite	drawn	from	a	pattern	I	have	walked	into	more	times	than	I	can	count,	on	more	than	one	continent.	The

company	doesn’t	exist.	The	server	always	does.)

That	walk	—	not	the	foam	board	—	is	what	scoping	actually	is.	And	it	is	why	I	tell	every	client	the	same	thing	on	day	one:	if	you

get	scope	right,	the	rest	of	the	assessment	is	mechanical.	If	you	get	scope	wrong,	nothing	else	you	do	matters,	because	you	are

securing	the	wrong	building.

Scope	is	the	whole	game

Here	is	the	uncomfortable	math.	Almost	every	expensive	PCI	DSS	failure	I	have	seen	traces	back	to	a	scoping	decision,	not	a

control	decision.	The	encryption	was	fine.	The	MFA	was	fine.	The	logging	was	fine.	The	problem	was	that	“fine”	was	applied	to

the	wrong	set	of	machines,	and	the	machine	that	mattered	was	the	one	nobody	put	on	the	diagram.

Scope	fails	in	exactly	two	directions,	and	both	cost	money.

Over-scope	is	the	quiet	one.	The	team	can’t	confidently	say	what’s	in	and	what’s	out,	so	they	wave	the	standard	at	everything.

Now	Requirement	8’s	MFA,	Requirement	10’s	logging,	and	Requirement	11’s	penetration	testing	all	apply	to	four	hundred

systems	instead	of	forty.	The	budget	triples.	The	annual	evidence	pull	becomes	a	second	full-time	job.	Leadership	concludes	PCI

is	a	tax,	the	program	becomes	theater,	and	the	controls	that	genuinely	matter	get	the	same	tired	attention	as	the	controls	that

never	needed	to	be	there.	Over-scope	doesn’t	get	you	breached.	It	gets	you	broke,	and	it	gets	you	cynical	—	which	is	worse,

because	cynical	teams	stop	looking.

Under-scope	is	the	loud	one.	It’s	the	dev	box.	It’s	the	reporting	database	somebody	spun	up	“temporarily”	for	a	marketing

project.	It’s	the	call-center	recording	system	in	the	Mexican	site	that	captures	the	agent	reading	the	card	number	back	to	the

customer.	The	team	genuinely	believed	those	systems	were	out	of	scope,	so	they	never	hardened	them,	never	monitored	them,

never	put	a	single	control	around	them.	Under-scope	is	how	you	pass	an	assessment	in	March	and	explain	a	breach	in	April.

The	cheapest	dollar	in	your	entire	compliance	program	is	the	one	you	spend	getting	scope	right.	Everything	downstream	is	built

on	top	of	it.	Build	it	on	a	guess	and	you	are	paying	—	in	money,	in	evidence	churn,	or	eventually	in	a	forensic	invoice	—	for	the

rest	of	the	program’s	life.

Where	do	you	even	start?

Every	organization	freezes	here.	I	have	seen	it	at	a	twenty-person	startup	in	Bogotá	and	at	a	multinational	with	a	SOC	that	cost

more	than	the	startup’s	entire	valuation.	The	size	changes	the	budget.	It	does	not	change	the	paralysis.	The	first	question	is

always	the	hardest,	and	it’s	always	the	same:	where	do	we	even	begin?

You	do	not	begin	with	the	network	diagram.	The	diagram	shows	you	what	someone	thinks	exists.	You	do	not	begin	with	the

asset	inventory,	for	the	same	reason.	You	begin	with	the	data,	and	you	follow	it	like	a	bloodhound.

Start	at	the	front	door	—	the	moment	a	card	number	enters	your	world.	A	customer	types	it	into	a	checkout	page.	A	call-center

agent	keys	it	into	a	terminal.	A	batch	file	lands	from	a	partner.	From	that	first	touch,	trace	every	hop	the	data	takes:	which



system	receives	it,	which	system	it’s	passed	to,	where	it	pauses,	where	it’s	written	down,	where	it’s	transmitted	onward,	and	—

the	part	everyone	forgets	—	where	copies	fall	out	along	the	way.	Logs.	Backups.	Error	queues.	That	“temporary”	export.	The

screenshot	someone	pasted	into	a	support	ticket.

While	you	trace	it,	hold	two	definitions	in	your	head,	because	the	standard	treats	them	very	differently.

Cardholder	Data	(CHD)	is	the	PAN	and	the	things	that	travel	with	it	—	cardholder	name,	expiration	date,	service	code.	You’re

allowed	to	store	this,	if	you	protect	it.

Sensitive	Authentication	Data	(SAD)	is	the	full	track	data,	the	card	verification	value,	and	the	PIN.	You	are	never	allowed	to

store	this	after	authorization.	Not	encrypted,	not	hashed,	not	“just	for	troubleshooting.”	If	you	find	SAD	at	rest	anywhere	in

your	environment,	you	have	not	found	a	scoping	question.	You	have	found	a	finding,	and	it	goes	to	the	top	of	the	list.

This	trace	becomes	your	data-flow	diagram,	and	under	the	current	standard	it	isn’t	optional	—	Requirement	1.2.4	expects	an

accurate,	maintained	set	of	flow	diagrams,	and	the	annual	scope	confirmation	explicitly	requires	you	to	update	them.	But	treat

the	diagram	as	the	output	of	the	work,	not	the	work	itself.	The	work	is	the	walk.	The	diagram	on	the	wall	is	a	hypothesis.	The

truth	lives	with	the	people	who	run	the	systems	—	the	contractor	who	remembers	the	dev	box,	the	agent	who	mentions	that	the

recording	system	“keeps	everything,	just	in	case.”	Interview	them.	They	will	tell	you	about	data	flows	your	architecture

documents	have	never	heard	of.	The	diagram	lies	by	omission.	People,	asked	the	right	way,	rarely	do.

The	three	buckets	every	QSA	sorts	you	into

When	I	walk	an	environment,	I	am	mentally	dropping	every	system	I	see	into	one	of	three	buckets.	Learn	to	sort	your	own

systems	the	same	way,	before	I	do	it	for	you.

Bucket	one:	the	CDE.	These	systems	store,	process,	or	transmit	cardholder	data	—	or	sit	on	the	same	network	segment	as

systems	that	do.	The	payment	gateway.	The	application	server	handling	the	transaction.	The	database	holding	the	PANs.	This

bucket	is	obvious,	and	almost	nobody	gets	it	wrong.

Bucket	two:	connected-to	and	security-impacting	systems.	This	is	where	assessments	are	won	and	lost.	These	systems

don’t	touch	card	data	themselves,	but	they	connect	to	the	CDE,	or	a	compromise	of	them	could	affect	the	CDE’s	security.	The

jump	host	an	admin	uses	to	reach	the	payment	server.	Active	Directory	or	your	IAM	provider,	because	whoever	controls

authentication	controls	the	CDE.	The	patch	server	that	pushes	updates	into	it.	The	DNS	server	it	relies	on.	The	SIEM	ingesting

its	logs.	The	monitoring	agent	with	a	foothold	on	every	box.	Attackers	don’t	break	the	vault	door.	They	compromise	the

locksmith.	Bucket	two	is	the	locksmith,	and	it	is	fully	in	scope	—	a	fact	that	blindsides	teams	who	drew	their	CDE	boundary

around	the	obvious	payment	systems	and	stopped.

Bucket	three:	out	of	scope.	Everything	else	—	if	you	can	prove	it.	And	this	is	the	single	most	important	sentence	in	this

chapter:	out	of	scope	is	something	you	demonstrate,	not	something	you	declare.	“We	decided	that	network	is	out	of

scope”	is	not	a	scoping	position.	It’s	an	opinion,	and	a	QSA	does	not	assess	opinions.	A	system	is	only	out	of	scope	if	it	cannot

reach	the	CDE	and	cannot	affect	its	security,	and	you	can	show	it.	No	proof,	no	exclusion.	The	thing	goes	back	in	scope,	with	all

the	cost	that	carries.

The	forgotten	dev	box	from	the	cold	open?	Somebody,	years	earlier,	had	mentally	filed	it	in	bucket	three.	They	never	wrote	it

down,	never	tested	the	assumption,	and	never	noticed	when	a	network	change	quietly	handed	it	a	path	straight	into	the	card

flow.	An	untested	out-of-scope	decision	is	just	an	in-scope	system	wearing	a	disguise.

Segmentation:	the	lever	that	shrinks	the	whole	thing

So	how	do	you	legitimately	move	systems	into	bucket	three	and	keep	your	scope	small?	Segmentation.	It	is	the	single	most

powerful	cost	lever	in	PCI	DSS,	and	it	is	the	reason	this	chapter’s	truth	reads	the	way	it	does:	without	aggressive

segmentation,	your	entire	enterprise	is	in	scope.	A	flat	network	has	no	out-of-scope.	If	every	system	can	reach	every	other

system,	then	every	system	can	reach	the	CDE,	and	the	standard	applies	to	all	of	it.	The	flat	network	is	the	most	expensive

architecture	decision	a	company	never	realizes	it	made.

Two	things	about	segmentation	that	teams	consistently	get	wrong.

First,	segmentation	is	not	air-gapping.	The	fantasy	of	a	card	environment	physically	severed	from	everything	else	died	years

ago,	and	we’ll	bury	it	properly	in	Chapter	4.	What	replaces	it	is	deep	logical	isolation	—	tightly	controlled	paths,	default-deny

between	zones,	and	the	working	assumption	that	the	rest	of	your	network	is	already	hostile.	Zero	trust,	applied	with	discipline,

not	as	a	slogan	on	a	vendor’s	slide.

Second,	and	this	is	the	one	that	ends	up	in	the	report:	segmentation	only	counts	if	it’s	tested.	A	firewall	rule	set	is	a	claim.

The	standard	wants	proof.	Requirement	11.4.5	requires	you	to	penetration-test	your	segmentation	controls	at	least	every	twelve

months	and	after	any	change	to	them	—	and	if	you’re	a	service	provider,	Requirement	11.4.6	cuts	that	to	every	six	months,



because	your	segmentation	failure	can	spill	across	every	customer	you	host.	Note	the	word	penetration-test.	A	configuration

review	is	not	enough.	The	tester	has	to	actively	try	to	cross	the	boundary	—	to	reach	the	CDE	from	a	system	you	claim	is	out	of

scope	—	and	document	that	no	path	exists,	direct	or	indirect.	Untested	segmentation	is	a	story	you’re	telling.	Tested

segmentation	is	a	control	you	can	stand	behind	when	I	ask.

And	the	cheapest	segmentation	of	all	is	the	data	you	don’t	have.	This	belongs	to	the	next	chapter	on	deletion,	but	plant	the	seed

now:	every	PAN	you	tokenize,	delete,	or	never	ingest	is	a	system	that	drops	out	of	scope,	a	control	you	no	longer	have	to	run,

and	a	row	of	evidence	you	no	longer	have	to	produce.	You	cannot	leak,	and	you	cannot	be	assessed	on,	data	that	isn’t	there.

Minimization	isn’t	a	privacy	nicety.	It’s	the	most	durable	scope	reduction	you	will	ever	buy.

Scope	is	not	a	thing	you	did.	It’s	a	thing	you	do.

The	team	that	walked	their	flows	once,	drew	a	perfect	diagram,	and	filed	it	—	that	team	has	already	started	to	fail,	because

their	scope	began	drifting	the	day	after	they	saved	the	file.

The	current	standard	makes	this	explicit.	Requirement	12.5.2	says	your	scope	must	be	documented	and	confirmed	at	least	once

every	twelve	months	and	upon	any	significant	change	to	the	in-scope	environment.	Service	providers	get	the	shorter	leash

again	under	12.5.2.1:	every	six	months.	The	annual	confirmation	isn’t	a	signature	on	last	year’s	diagram	—	it	requires	you	to	re-

walk	the	flows,	re-identify	everywhere	account	data	lives,	re-confirm	which	systems	sit	in	which	bucket,	re-verify	your

segmentation	controls,	and	justify,	in	writing,	every	environment	you’re	calling	out	of	scope.

The	phrase	that	trips	people	is	“significant	change,”	because	it’s	broader	than	they	expect.	A	new	application	in	scope.	A

network	re-architecture.	An	upgrade	to	the	platform	underneath	the	CDE.	A	new	third	party	touching	the	card	flow.	An

acquisition	that	drops	an	unknown	environment	into	your	lap	overnight.	Each	of	these	can	quietly	pull	systems	into	scope,	and

each	is	supposed	to	trigger	a	fresh	look.	Scope	drift	is	not	a	failure	of	intelligence.	It’s	gravity.	Systems	get	added,	networks	get

re-plumbed,	“temporary”	becomes	permanent,	and	the	diagram	on	the	wall	slowly	stops	describing	the	building	you	actually

live	in.	Treating	scope	as	a	living	thing	—	reviewed	on	a	cadence,	re-checked	on	every	meaningful	change	—	is	the	difference

between	knowing	your	environment	and	merely	having	known	it	once.

The	QSA’s	Eye

Here	is	what	is	happening	on	my	side	of	the	table,	so	you	can	stop	being	surprised	by	it.

I	assume	your	scope	is	wrong	until	you	show	me	it’s	right.	Not	because	I	think	you’re	lying	—	because	I	have	rarely	seen	a	first-

draft	scope	that	was	complete,	and	the	gaps	are	never	in	the	systems	you	remembered.	So	I	don’t	start	with	your	diagram.	I

start	with	your	data,	the	same	walk	you	should	have	done,	and	I	look	hardest	at	the	places	your	diagram	is	quiet	about.	I’ll	pull

your	data-discovery	scan	results,	because	if	you’ve	run	a	tool	to	hunt	for	stored	PANs,	the	interesting	hits	are	the	ones	in

systems	that	aren’t	on	your	map.	I’ll	ask	the	engineer	a	question	the	compliance	team	can’t	answer,	because	the	engineer

knows	where	the	bodies	are.	And	the	moment	your	tidy	eleven-system	diagram	meets	a	flat	VLAN	and	a	forgotten	backup,	the

assessment	stops	being	a	checklist	and	becomes	an	investigation.

Which	brings	me	to	the	most	expensive	mistake	a	client	makes,	and	it	isn’t	having	a	forgotten	server.	Everyone	has	a	forgotten

server.	The	most	expensive	mistake	is	hiding	it	from	your	QSA.

When	you	tell	me	up	front	—	“we	have	this	legacy	box,	we	know	it’s	a	problem,	here’s	our	plan”	—	we	have	a	manageable

remediation	item	and	a	credible	program.	When	I	find	it,	after	you	handed	me	a	clean	diagram,	two	things	break	at	once.	The

finding	itself,	and	your	credibility	on	everything	else	you	told	me.	Now	I	can’t	take	your	scope	at	face	value,	so	I	dig	into	all	of

it,	and	the	engagement	that	should	have	taken	three	weeks	takes	seven.	I	have	watched	a	client	burn	three	weeks	and	tens	of

thousands	of	dollars	arguing	that	a	control	was	in	place,	when	the	honest	path	—	“you’re	right,	it’s	not,	give	us	thirty	days”	—

would	have	cost	an	afternoon.	Your	QSA	is	a	professional	skeptic,	not	an	executioner.	Treat	the	relationship	that	way	and	it

saves	you	money.	We’ll	spend	all	of	Chapter	9	on	this,	because	it’s	worth	real	money	to	get	right.

And	if	you	think	the	cost	of	me	finding	the	dev	box	is	high,	price	out	the	alternative.	The	attacker	who	finds	it	first	doesn’t	write

a	finding.	They	write	a	breach	notification,	on	your	letterhead,	to	every	customer	whose	PAN	was	sitting	in	that	backup

directory	in	the	clear.	The	forgotten	server	gets	found.	The	only	variable	is	who	finds	it,	and	what	it	costs	you	when	they	do.

QSA	Takeaway

Scope	is	the	cheapest	control	you	own	and	the	most	expensive	one	to	get	wrong.	Spend	disproportionate

effort	here.	Everything	downstream	inherits	this	decision.

Follow	the	data,	not	the	diagram.	Start	where	a	card	number	enters,	trace	every	hop	and	every	copy,	and

treat	the	data-flow	diagram	as	the	output	of	the	walk	—	never	the	substitute	for	it.

Sort	every	system	into	three	buckets:	CDE,	connected-to/security-impacting,	and	out	of	scope.	Bucket	two	—

the	jump	hosts,	the	directory,	the	patch	and	monitoring	servers	—	is	where	teams	lose.	Don’t	draw	your



boundary	around	only	the	obvious	payment	systems.

“Out	of	scope”	is	proven,	not	declared.	If	you	can’t	demonstrate	a	system	can’t	reach	or	affect	the	CDE,	it’s

in	scope.	An	untested	exclusion	is	an	in-scope	system	in	disguise.

Segmentation	is	your	biggest	cost	lever	—	and	it	only	counts	when	tested	(11.4.5	every	12	months	for

everyone;	11.4.6	every	6	months	for	service	providers,	with	active	attempts	to	cross	the	boundary,	not	a	config

review).

Confirm	scope	on	a	cadence	and	on	every	significant	change	(12.5.2	annually;	12.5.2.1	every	six	months

for	service	providers).	Scope	drifts	by	default.	Re-walk	it.

Tell	your	QSA	where	the	bodies	are	buried.	Disclosed	problems	are	remediation	items.	Discovered	problems

are	credibility	failures	that	re-open	the	entire	assessment.

Back	to	basics

Every	pillar	of	this	book	shows	up	in	the	scoping	exercise,	which	is	why	it	comes	first.

Asset	Visibility	is	the	whole	point	—	you	cannot	secure,	isolate,	or	exclude	a	system	you	don’t	know	exists,	and	scoping	is	the

discipline	of	finding	all	of	them.	Data	Minimization	is	the	most	durable	way	to	shrink	scope,	because	the	safest	system	is	the

one	you	took	out	of	the	card	flow	entirely.	Operational	Continuity	is	what	keeps	scope	honest	after	the	diagram	is	drawn,

through	the	annual	confirmation	and	the	significant-change	reviews	that	catch	the	drift.	And	the	Human	Factor	is	how	you

find	the	truth	in	the	first	place	—	the	contractor,	the	engineer,	the	call-center	agent	who	can	tell	you	where	the	data	really	goes,

if	you	have	the	sense	to	walk	the	floor	and	ask.

Get	this	chapter	right	and	you’ve	done	the	hardest	ninety	percent	of	the	work.	Get	it	wrong	and	the	remaining	ninety	percent	is

wasted,	because	you’ll	be	hardening	the	vault	while	the	back	door	stands	open.

Speaking	of	doors	people	assume	are	someone	else’s	problem:	a	great	many	teams	convince	themselves	that	scope	doesn’t

apply	to	them	at	all,	because	“it’s	all	in	the	cloud,	and	the	cloud	is	compliant.”	That	belief	has	its	own	forgotten	server.	We’ll

find	it	in	Chapter	2.



Chapter	2	—	The	Cloud	Won’t	Save	You

Security	of	the	cloud	is	theirs;	security	in	it	is	yours.

The	pitch	deck	said	“bank-grade	security,	built	on	AWS.”	The	founder	said	it	twice	in	the	first	ten	minutes,	the	way	people

repeat	a	thing	they	need	to	be	true.	They	had	a	payment	product,	a	signed	term	sheet	with	an	acquiring	bank,	and	ninety	days

to	produce	a	PCI	attestation	or	the	deal	evaporated.	The	whole	company	was	twenty-six	people	in	a	converted	apartment	in

Pinheiros.	Smart	engineers.	A	genuinely	good	product.	And	a	belief,	held	with	total	sincerity,	that	because	they	ran	on	the

world’s	biggest	cloud,	the	security	was	handled.

“AWS	is	PCI	compliant,”	the	CTO	told	me.	“We	pulled	their	AOC.	We’re	covered.”

I	asked	to	see	their	side.

He	blinked.	“Their	side?”

So	we	opened	the	console	together.	It	took	about	nine	minutes	to	find	the	first	body.	A	storage	bucket	—	public,	no

authentication	—	holding	nightly	transaction	exports	going	back	to	launch.	Full	Primary	Account	Numbers,	right	there	in	the

file	names.	Then	the	root	account:	no	multi-factor	authentication,	the	password	living	in	a	shared	vault	half	the	team	could	read.

Then	the	security	groups,	where	the	production	database	accepted	connections	from	anywhere	on	the	internet,	on	its	native

port,	because	someone	had	opened	it	“temporarily”	during	a	migration	eight	months	earlier.	CloudTrail	—	the	record	of	who	did

what	—	was	switched	off	in	the	account	that	ran	the	payment	workload.	And	the	access	keys	that	tied	the	whole	thing	together

were	sitting	in	a	pinned	Slack	message	helpfully	titled	“prod	creds	(do	not	share).”

Amazon’s	part	of	that	picture	was	flawless.	The	data	centers,	the	hypervisor,	the	physical	network,	the	power	—	all	of	it	audited,

all	of	it	covered	by	the	attestation	the	CTO	had	waved	at	me.	Every	control	Amazon	was	responsible	for,	Amazon	had	nailed.

The	company	had	configured	almost	none	of	its	own.

The	deal	slipped	two	quarters.	Not	because	the	cloud	failed	them.	Because	they	thought	the	cloud	was	the	whole	job.

The	cases	in	this	book	are	composites	—	anonymized	and	reshaped	from	real	assessments.	The	patterns	are	exact;	the	details

are	not.

“Compliant	cloud”	is	the	most	expensive	misreading	in	the	business

Start	with	what’s	true,	because	the	myth	grows	in	the	gap	between	a	true	statement	and	what	people	hear.

AWS,	Microsoft	Azure,	Google	Cloud,	and	Oracle	Cloud	Infrastructure	are	all	validated	PCI	DSS	service	providers,	assessed	at

the	highest	level.	That	is	real.	Their	attestations	are	legitimate.	When	they	say	they	are	compliant,	they	are	telling	the	truth.

Here	is	what	that	compliance	covers:	the	things	they	run.	The	physical	buildings,	the	hardware,	the	virtualization	layer,	the	host

operating	systems,	the	network	backbone,	the	power	and	cooling	—	the	foundation	you	rent	but	never	touch.	The	industry’s

shorthand	for	it	is	security	of	the	cloud.	The	provider	proves	to	an	auditor	that	the	platform	itself	is	sound,	and	it	is.

What	it	does	not	cover	is	anything	you	build	on	top.	Your	accounts.	Your	access	policy.	Your	firewall	rules.	Your	encryption

choices.	Your	data.	Your	code.	The	configuration	of	every	service	you	switch	on.	That	is	security	in	the	cloud,	and	it	has	exactly

one	owner:	you.

The	attestation	you	downloaded	is	a	statement	about	the	building’s	foundation.	It	says	nothing	about	whether	you	left	your	own

front	door	open.	The	Pinheiros	team	read	“AWS	is	compliant”	and	heard	“we	are	compliant.”	Those	are	not	the	same	sentence.

They	are	not	even	close	—	and	the	distance	between	them	is	where	the	breach	lives.

This	is	not	a	small-company	problem,	either.	I	have	watched	a	national	processor	with	a	nine-figure	technology	budget	make	the

identical	mistake	at	scale,	confident	that	a	migration	to	a	top-tier	cloud	had	outsourced	their	security	along	with	their	servers.

Size	changes	the	blast	radius.	It	does	not	change	the	misreading.

The	line	moves,	and	the	dangerous	spot	is	the	middle

How	much	is	yours	depends	on	what	you	bought,	and	this	is	where	teams	get	the	math	wrong.

Rent	raw	infrastructure	—	virtual	machines,	storage,	networking,	the	model	usually	called	IaaS	—	and	you	own	nearly

everything	above	the	hypervisor.	The	operating	system,	the	patching,	the	database,	the	application,	the	access,	the	encryption.

The	provider	hands	you	a	bare,	secure	floor	and	a	row	of	power	outlets.	Whatever	you	wire	into	them	is	your	problem.



Buy	a	managed	service	—	a	database	the	provider	operates	for	you,	a	platform	that	hosts	your	code,	the	model	called	PaaS	—

and	the	line	rises.	The	provider	patches	the	database	engine,	hardens	the	host,	handles	the	backups.	You	still	own	the	data

inside	it,	who	can	reach	it,	and	how	it’s	configured.

Consume	finished	software	—	SaaS	—	and	the	line	rises	again.	Most	of	the	stack	is	theirs.	But	never	all	of	it.	Your	users,	your

access	decisions,	your	data,	your	integration	settings	stay	yours,	every	single	time.

Two	rules	survive	every	model.	The	line	never	reaches	the	top	—	there	is	no	service	on	earth	you	can	buy	that	leaves	you

responsible	for	nothing.	And	the	more	the	provider	manages,	the	easier	it	is	to	forget	the	sliver	that’s	still	yours,	which	is

precisely	the	sliver	that	gets	you	breached.

The	worst	place	to	stand	is	the	middle,	where	a	team	lifts	a	legacy	application	onto	rented	virtual	machines	—	pure	IaaS	—

while	their	instincts	still	expect	the	provider	to	handle	security	the	way	a	SaaS	vendor	would.	They	take	on	the	full

responsibility	of	running	their	own	servers	with	none	of	the	awareness	that	they’re	doing	it.	That	is	the	exact	gap	the	Pinheiros

database	lived	in.	Nobody	decided	to	expose	it.	Everybody	assumed	someone	—	or	something	—	else	was	watching.

Read	the	matrix	nobody	reads

PCI	DSS	does	not	leave	this	to	vibes.	It	has	a	requirement	for	exactly	this	confusion,	and	it	points	you	at	one	of	the	most	useful

pages	in	the	whole	standard.

Under	Requirement	12.8.5,	you	must	document	—	in	writing,	and	keep	current	—	which	PCI	DSS	requirements	your	provider

handles,	which	you	handle,	and	which	the	two	of	you	share.	The	artifact	that	captures	this	is	the	responsibility	matrix,	and

every	serious	cloud	provider	publishes	one.	Under	Requirement	12.9.2,	they	are	now	obligated	to	hand	it	to	you	when	you	ask.

Most	teams	never	ask.

The	single	highest-leverage	hour	in	a	cloud	assessment	is	the	one	you	spend	reading	that	matrix	for	the	services	you	actually

use,	line	by	line,	putting	one	question	to	every	row:	if	this	one	is	mine,	where	is	my	evidence?

The	matrix	kills	the	fantasy	of	total	transfer.	Take	vulnerability	scanning.	The	standard	itself	uses	the	cloud	as	its	worked

example:	the	provider	scans	the	IP	addresses	it	owns,	and	the	addresses	you	expose	are	yours	to	scan,	with	your	own	approved

scanning	vendor,	on	the	same	quarterly	clock	as	everyone	else.	“We’re	in	the	cloud”	buys	you	nothing	here.	Your	external

footprint	still	needs	its	scans,	and	the	auditor	will	ask	to	see	them.

A	provider’s	attestation	does	real	work	—	it	lets	you	stop	re-proving	the	controls	they	genuinely	own,	which	trims	what	you	have

to	evidence	yourself.	What	it	never	does	is	move	a	requirement	off	your	plate	that	was	yours	to	begin	with.	You	cannot

outsource	accountability.	You	can	only	outsource	the	labor,	only	for	the	parts	you	actually	handed	over,	and	only	if	you	can

produce	the	paperwork:	the	provider’s	AOC,	plus	the	written	acknowledgment	of	responsibility	the	standard	expects	under

Requirement	12.8.2.	And	if	your	provider	leans	on	its	own	subcontractors,	that	chain	is	yours	to	understand	too,	because	your

data	still	ends	up	somewhere,	and	“I	didn’t	know	my	vendor’s	vendor	was	storing	it”	has	never	once	survived	contact	with	an

auditor.

Your	half	of	the	wall

Strip	away	the	abstraction	and	here	is	the	work	the	cloud	does	not	do	for	you.	None	of	it	is	exotic.	All	of	it	is	the	basics,	which	is

the	entire	point	of	this	book.

Identity	and	access.	Every	door	into	the	cardholder	data	environment	needs	multi-factor	authentication	—	all	access,	not	just

administrators,	not	just	remote	logins.	That	is	Requirement	8.3.1	under	v4.0.1,	and	the	cloud	is	where	it’s	most	often	left	half-

finished.	A	root	or	global-admin	account	without	MFA	is	the	single	fastest	way	to	lose	everything	you	have.	Lock	that	account,

put	MFA	on	it,	and	stop	using	it	for	daily	work.

Network	controls.	Security	groups,	network	ACLs,	and	firewall	rules	are	your	perimeter	now,	and	they	fail	the	same	way

physical	firewalls	always	did:	a	rule	opened	“for	a	minute”	that	nobody	ever	closed.	A	database	reachable	from	 0.0.0.0/0 	is

not	a	cloud	feature.	It	is	an	exposed	CDE,	and	it	lands	under	Requirement	1	whether	the	box	is	in	a	rack	downstairs	or	a	region

across	the	world.

Secure	configuration.	Default	settings	are	built	for	convenience,	not	for	an	audit.	Public	storage	buckets,	services	left

unencrypted,	sample	accounts	still	active,	management	consoles	open	to	the	world	—	Requirement	2	exists	because	defaults

are	dangerous,	and	in	the	cloud	the	defaults	sit	one	careless	click	from	the	public	internet.

Encryption	and	keys.	The	provider’s	at-rest	disk	encryption	is	real,	and	on	its	own	it	is	not	enough.	v4.0.1	expects	strong

protection	at	the	file	or	database	level,	not	just	the	volume	underneath,	and	it	expects	stored	account	numbers	protected	with

keyed	hashing	—	HMAC	—	rather	than	the	plain	hashing	now	treated	as	breakable.	Most	of	all,	it	expects	you	to	know	where

your	keys	live	and	who	can	reach	them.	Encryption	where	the	same	account	holds	both	the	data	and	the	key	protects	you	from



almost	nothing.

Logging	you	actually	read.	Turn	on	the	audit	trail	—	CloudTrail,	Cloud	Audit	Logs,	whatever	your	provider	calls	it	—	in	every

account	that	touches	payments.	Then	do	the	part	everyone	skips:	review	it.	Requirement	10	has	never	been	satisfied	by

collection	alone.	A	log	nobody	looks	at	is	storage,	not	security.	The	Pinheiros	team	had	logging	switched	off	in	the	one	account

where	it	mattered.	Even	switched	on	but	unread,	it	would	have	failed	them	just	as	completely.

Vulnerability	management.	Your	external	addresses	get	scanned	on	the	quarterly	clock.	Your	systems	get	patched	on	the

standard’s	timeline.	The	provider	patches	the	floor;	you	patch	the	house.

And	one	thing	the	cloud	quietly	adds	to	your	scope	that	the	data	center	never	did:	the	management	plane	itself.	The	console,

the	APIs,	the	access	keys	that	govern	your	entire	environment	—	all	in	scope,	because	anyone	who	reaches	them	owns

everything	inside.	This	is	the	part	that	should	reframe	how	you	think	about	the	cloud	and	audit	scope.	Cloud	does	not	shrink

your	scope	by	default.	Done	well	—	tight	segmentation,	minimal	data,	disciplined	access	—	it	genuinely	can.	Done	carelessly,	it

hands	an	attacker	a	single	control	panel	that	runs	the	whole	company.

The	code	on	your	checkout	page	isn’t	yours	either

There	is	a	second	kind	of	cloud	reliance	that	catches	e-commerce	teams	every	year,	and	it	has	nothing	to	do	with	where	your

servers	run.	Your	checkout	page	is	almost	never	built	entirely	from	code	you	wrote.	It	pulls	in	scripts	from	somewhere	else	—

an	analytics	tag,	a	chat	widget,	a	fraud	tool,	a	payment	library	loaded	straight	from	a	vendor’s	content	network.	Every	one	of

those	is	code	executing	on	the	page	where	your	customer	types	a	card	number,	and	most	of	it	is	hosted	by	someone	you	have

never	met.

v4.0.1	took	direct	aim	at	this.	Requirement	6.4.3	says	you	must	know	every	script	that	runs	on	your	payment	page,	authorize

each	one,	and	confirm	its	integrity.	Requirement	11.6.1	says	you	must	detect	when	that	page	—	or	the	headers	that	deliver

those	scripts	—	has	been	tampered	with.	Together	they	are	among	the	most-failed	requirements	for	online	merchants	this	year,

for	a	simple	reason:	almost	nobody	had	an	inventory	of	their	own	payment-page	scripts,	let	alone	a	way	to	notice	when	one

quietly	changed	overnight.

The	attack	they	exist	to	stop	is	e-skimming.	A	third-party	script	gets	compromised	upstream,	a	few	lines	of	code	are	slipped	in,

and	from	that	moment	every	card	entered	on	your	checkout	page	is	copied	to	an	attacker	before	it	ever	reaches	you.	Your

servers	are	clean.	Your	cloud	is	compliant.	Your	customers	are	still	being	robbed,	on	your	page,	because	you	trusted	code	you

did	not	control	and	never	watched.	“It	loads	from	their	CDN,	not	ours”	is	the	e-commerce	cousin	of	“it’s	all	in	AWS”	—	and	it

fails	for	exactly	the	same	reason.

The	continuous-evidence	trap,	cloud	edition

Here	is	the	part	that	should	change	how	you	feel	about	all	of	this,	because	it	is	genuinely	good	news,	and	almost	nobody	uses	it.

Under	v4.0.1,	an	assessment	wants	something	close	to	a	year	of	evidence	that	your	controls	actually	ran	—	not	a	policy	binder

assembled	the	week	before,	not	a	roadmap	of	good	intentions.	The	cloud	is	the	best	machine	ever	built	for	producing	that

evidence.	Configuration	history.	Drift	detection.	Posture	dashboards.	Automatic	alerts	the	moment	a	bucket	goes	public	or	a

security	group	swings	open.	The	platform	can	document	your	compliance,	continuously,	while	you	sleep.

But	only	if	you	turn	it	on.	And	only	if	someone	reads	what	it	produces.

The	provider	will	not	generate	your	evidence.	It	generates	its	own.	The	tooling	to	prove	that	your	half	ran	all	year	is	sitting	in

your	account	right	now,	switched	off	by	default,	waiting	for	a	decision	nobody	got	around	to	making.	Teams	that	flip	it	on	stop

dreading	audit	week,	because	the	year	has	already	documented	itself.	Teams	that	don’t	end	up	doing	exactly	what	Chapter	8	is

about:	reconstructing	a	year	of	history	in	a	frantic	fortnight	—	which	is	precisely	the	behavior	the	continuous-evidence	standard

was	written	to	catch.

The	QSA’s	Eye

When	I	assess	a	cloud	environment,	I	am	not	impressed	by	the	provider’s	logo,	and	I	never	read	their	AOC	as	though	it	were

yours.	I	want	three	things,	quickly.

Show	me	the	responsibility	matrix	for	the	services	you	actually	use,	and	your	evidence	for	every	row	marked	“customer.”	Show

me	your	identity	setup	—	root	account	locked,	MFA	on	every	path	into	the	CDE,	no	shared	keys	living	in	a	chat	channel.	And

walk	me	through	one	ordinary	change	from	the	last	few	months	using	your	own	logs:	who	made	it,	when,	who	approved	it,	what

the	trail	shows.	If	those	three	come	back	clean,	the	assessment	tends	to	move	fast.	If	the	first	answer	out	of	the	room	is	“but

we’re	on	AWS,”	I	already	know	how	the	week	is	going	to	go.



QSA	Takeaway

The	provider’s	compliance	is	real,	and	it	is	not	yours.	Their	AOC	covers	security	of	the	cloud	—	the

platform.	Everything	you	configure	on	top	is	security	in	the	cloud,	and	it	is	entirely	your	responsibility.

Read	the	responsibility	matrix	for	the	services	you	actually	use	(Req	12.8.5),	and	for	every	line	that’s

yours,	have	the	evidence	ready.	The	matrix	reduces	what	you	must	prove;	it	never	moves	your	own	obligations

off	your	plate.

The	basics	don’t	change	in	the	cloud	—	only	their	shape	does.	MFA	for	all	CDE	access	(8.3.1),	no

0.0.0.0/0 	to	the	database	(Req	1),	no	public	buckets	or	live	defaults	(Req	2),	file-	and	database-level

encryption	with	keys	you	control	(Req	3),	audit	logging	turned	on	and	reviewed	(Req	10),	your	external	IPs

scanned	quarterly	(Req	11).

Your	management	plane	is	in	scope.	The	console,	the	APIs,	and	the	access	keys	run	everything;	protect	them

like	the	keys	to	the	building,	because	that	is	exactly	what	they	are.

Turn	on	the	platform’s	evidence	tooling.	The	cloud	can	document	a	year	of	continuous	compliance

automatically	—	but	only	if	you	enable	it	and	someone	actually	reviews	the	output.

Back	to	basics

The	cloud	chapter	is	really	the	scoping	chapter	wearing	different	clothes,	which	is	why	it	sits	right	behind	it.

Asset	Visibility	is	the	same	fight	all	over	again:	you	cannot	secure	the	account,	the	bucket,	the	security	group,	or	the	forgotten

test	instance	you	don’t	know	you’re	running	—	and	cloud	environments	sprawl	faster	than	any	data	center	ever	did.	Data

Minimization	is	what	would	have	saved	Pinheiros	before	anything	else	mattered;	those	nightly	PAN	exports	in	a	public	bucket

were	data	the	business	had	no	reason	to	keep,	and	the	cheapest	way	to	secure	a	file	is	to	never	write	it.	Operational

Continuity	is	the	gift	the	cloud	hands	you	that	most	teams	refuse	to	open:	the	evidence	machine	that	runs	all	year,	if	you

switch	it	on.	And	the	Human	Factor	is	the	quiet	truth	under	every	line	of	this	chapter.	AWS	did	not	misconfigure	that

database.	A	person	did,	under	deadline,	fully	intending	to	fix	it	later.	No	platform	on	earth	corrects	for	a	team	that	doesn’t	know

its	own	half	of	the	wall.	People	build	the	cloud’s	security,	or	they	don’t.	The	cloud	only	rents	them	the	room	to	do	it.

Which	brings	us	back	to	that	bucket	—	the	one	full	of	transaction	exports	going	back	to	launch,	that	nobody	needed	and

everybody	forgot.	The	fastest	way	to	pass	an	audit	on	data	like	that	is	to	not	be	holding	it	in	the	first	place.	That	is	the	next

chapter,	and	it’s	the	most	freeing	idea	in	the	book:	the	ruthless	art	of	deletion.



Chapter	3	—	The	Ruthless	Art	of	Deletion

Stop	hoarding	data	you	don’t	need	to	run	the	business.

The	directory	was	named	 archive_old .	Inside	it	was	a	folder	named	 do_not_delete .	Inside	that	were	transaction	exports

going	back	to	2012.

I	was	assessing	a	mid-market	e-commerce	merchant	—	a	representative	composite,	because	the	pattern	repeats	in	every

country	I’ve	worked	in	—	and	we	were	three	days	into	the	engagement	when	a	database	administrator	mentioned,	almost	in

passing,	that	“marketing	might	still	want	the	old	order	history,	so	we	never	cleared	it	out.”	I	asked	to	see	it.	He	pulled	up	a	flat-

file	export.	Thirteen	years	of	orders.	Every	row	carried	a	full	Primary	Account	Number	in	the	clear,	sitting	beside	a	name	and

an	expiration	date.	The	oldest	records,	from	a	payment	integration	the	company	had	ripped	out	in	2014,	also	carried	the	card

verification	code.

Nobody	had	opened	those	files	since	the	year	they	were	written.	Marketing	had	never	once	asked	for	them.	No	report	read

them,	no	process	touched	them,	no	living	employee	could	explain	what	decision	they	supported.	They	existed	for	exactly	one

reason:	deleting	things	feels	risky,	and	keeping	things	feels	free.

It	is	not	free.	Every	row	in	that	folder	was	a	liability	the	company	was	paying	to	store,	paying	to	nominally	protect,	and	—	the

part	that	stung	—	paying	me	to	assess.	That	one	forgotten	directory	dragged	the	file	server,	its	nightly	backups,	and	the	entire

backup	infrastructure	behind	it	straight	into	scope.	A	merchant	that	could	have	run	a	lean,	cheap	assessment	was	instead

funding	a	year	of	remediation,	because	a	decade	earlier	someone	decided	that	“in	case	we	need	it”	was	a	data-retention	policy.

It	isn’t.	And	learning	to	tell	the	difference	is	the	most	underrated	cost-saving	skill	in	PCI	DSS.

The	safest	data	is	the	data	that	isn’t	there

Chapter	1	ended	on	a	line	worth	repeating,	because	this	entire	chapter	is	built	on	it:	you	cannot	leak,	and	you	cannot	be

assessed	on,	data	that	isn’t	there.	Minimization	is	not	a	privacy	nicety	or	a	tidy-desk	virtue.	It	is	the	single	most	durable	cost

lever	in	the	standard,	and	it	sits	one	rung	above	almost	everything	else	you	will	spend	money	on.

Think	about	what	every	other	control	in	Requirement	3	is	for.	Encryption	protects	card	data.	Key	management	protects	the

encryption.	Access	controls	protect	who	can	decrypt.	Monitoring	watches	the	people	with	access.	Each	one	is	a	layer	of	cost

and	complexity	you	stack	on	top	of	the	data	—	staff	to	run	it,	tools	to	license,	evidence	to	produce	all	year.	Delete	the	data,	and

the	entire	stack	above	it	evaporates.	You	don’t	have	to	encrypt,	key-manage,	mask,	monitor,	or	evidence	a	record	that	no	longer

exists.

The	standard	codifies	this	in	Requirement	3.2:	account	data	storage	is	kept	to	a	minimum.	Not	“secured.”	Minimized.	The

cheapest,	safest	card	data	is	the	data	you	deleted,	and	the	data	you	never	ingested	in	the	first	place.	Everything	else	in	this

chapter	is	about	how	a	real	auditor	checks	whether	you	actually	live	that	principle	or	just	wrote	it	into	a	policy	nobody	reads.

So	the	first	move	in	any	data-minimization	program	is	brutally	simple	to	say	and	genuinely	hard	to	do:	find	every	place	card

data	lives,	decide	whether	you	have	a	documented	business	reason	to	keep	it,	and	destroy	the	rest.	Most	companies	fail	at	step

one	before	they	ever	reach	the	hard	decision	in	step	two.

You	can’t	delete	what	you	can’t	find

Here	is	the	uncomfortable	truth	that	the	 do_not_delete 	folder	illustrates:	you	do	not	know	where	your	card	data	is.	Almost

nobody	does.	The	application	database	is	the	part	everyone	remembers.	It	is	the	part	that’s	designed	to	hold	PANs,	and	it’s

usually	the	part	that’s	protected	best.	The	danger	is	never	the	data	you	meant	to	store.	It’s	the	data	that	leaked	sideways	into

places	nobody	designed	for	it.

Requirement	3.2.1	is	explicit	on	this	point	—	your	retention	and	disposal	program	has	to	cover	all	locations	of	stored	account

data,	not	just	the	obvious	one.	When	I	run	a	data-discovery	walk,	these	are	the	places	I	find	card	data	that	the	team	swore

wasn’t	there:

Application	and	exception	logs.	A	developer	adds	a	debug	line	during	an	incident	—	“log	the	full	request	so	we	can	see

what	broke”	—	and	forgets	to	remove	it.	Now	every	transaction’s	PAN	is	written	to	a	log	file	in	cleartext,	rotating	into

backups,	shipping	to	a	log	aggregator,	possibly	leaving	the	country.

Backups.	You	can	encrypt	and	mask	the	production	database	perfectly	and	still	be	storing	fifteen	years	of	unmasked

nightly	snapshots	on	a	NAS	in	a	closet.	The	backup	is	a	copy	of	the	data;	the	standard	treats	it	as	the	data.

Spreadsheets	and	email.	A	finance	analyst	exports	a	reconciliation	report.	A	customer	emails	a	photo	of	their	card	to



support.	A	chargeback	packet	gets	saved	to	a	shared	drive.	Card	data	walks	out	of	the	CDE	and	into	general-purpose

systems	that	were	never	in	scope	and	were	never	secured.

Ticketing	and	CRM	systems.	Support	agents	paste	card	numbers	into	case	notes	to	“document	the	issue.”	Those	tickets

are	searchable,	exportable,	and	retained	forever.

Dev	and	test	environments.	Someone	copies	production	data	into	a	test	database	to	reproduce	a	bug.	Real	PANs	are

now	sitting	in	an	unmonitored	environment	with	weak	access	controls	—	the	exact	pattern	behind	Chapter	1’s	forgotten

dev	box.

Call	recordings.	This	one	is	so	common	and	so	damaging	it	gets	its	own	section	below.

Find	these	the	way	an	auditor	does:	run	automated	data-discovery	scans	across	your	environment	that	hunt	for	PAN	patterns	—

and	then	take	the	hits	seriously,	especially	the	ones	in	systems	that	aren’t	on	your	data-flow	diagram.	A	discovery	tool	is	not

optional	theater	you	run	the	week	before	assessment.	It	is	the	flashlight.	But	it	is	only	a	flashlight:	the	tool	finds	candidate	card

data,	and	a	person	who	understands	the	business	has	to	confirm	it,	trace	why	it’s	there,	and	decide	its	fate.	This	is	the	human

factor	showing	up	early	—	your	engineers	and	agents	know	where	data	really	flows,	and	a	scan	plus	an	honest	conversation

beats	a	scan	alone	every	time.

The	cardinal	sin:	storing	sensitive	authentication	data

Of	everything	in	this	book,	this	is	the	one	rule	I	would	tattoo	on	a	forearm	if	it	would	help:	you	do	not	store	sensitive

authentication	data	after	authorization.	Ever.	Encrypted	or	not.

Sensitive	authentication	data	—	SAD	—	is	the	small	set	of	elements	that	exist	to	prove	a	card	is	genuine	and	present:	the	full

magnetic-stripe	or	chip	track	data,	the	card	verification	code	(the	three	or	four	digits	printed	on	the	card),	and	the	PIN	or	PIN

block.	Requirement	3.3.1	is	unambiguous:	once	a	transaction	is	authorized,	that	data	must	be	rendered	unrecoverable.	There	is

no	business	justification	that	makes	it	acceptable	to	keep,	and	unlike	the	PAN,	encrypting	it	does	not	buy	you	a	pass.	The	only

exception	is	a	narrow	one	for	card	issuers,	and	in	eleven	years	of	assessments	across	LATAM	and	North	America	I	have	never

once	seen	a	non-issuer	with	a	legitimate	reason	to	hold	it.	If	you	are	storing	SAD	post-authorization,	you	do	not	have	a	finding.

You	have	an	emergency.

The	reason	regulators	draw	such	a	hard	line	is	simple:	SAD	is	what	lets	a	criminal	clone	a	card	or	impersonate	a	cardholder.	A

stolen	PAN	is	bad.	A	stolen	PAN	with	the	verification	code	and	track	data	is	a	working	counterfeit.	So	the	standard’s	answer	is

to	forbid	the	storage	entirely.	You	can’t	lose	what	you	didn’t	keep.

And	the	single	most	common	place	SAD	hides?	Call	recordings.

Picture	a	representative	call	center	—	say,	a	Mexican	payments	operation	taking	card-not-present	orders	over	the	phone.	An

agent	reads	back	the	card	number,	the	expiration,	and	the	security	code	to	confirm	the	order.	The	call	is	recorded	“for	quality

and	training,”	as	every	call	center	records	every	call.	That	recording	now	contains	spoken	SAD,	stored	on	a	recording	platform,

backed	up,	and	retained	for	years	under	a	quality	policy	that	has	nothing	to	do	with	payments.	The	team	minimized	their

database	beautifully	and	never	thought	about	the	audio.

The	fix	is	operational,	not	magical.	You	stop	the	SAD	from	ever	entering	the	recording.	The	two	patterns	that	work:	pause-and-

resume,	where	the	recording	is	automatically	muted	during	the	segment	when	payment	details	are	captured;	and	DTMF

suppression,	where	the	customer	keys	the	card	number	and	code	into	their	phone	instead	of	speaking	it,	and	the	tones	are

masked	so	neither	the	agent	nor	the	recording	ever	receives	them.	Both	keep	the	verification	code	out	of	your	environment

entirely	—	which,	again,	is	the	whole	game.	The	cheapest	SAD	to	protect	is	the	SAD	you	never	captured.

Retention	with	teeth:	the	quarterly	purge

Say	you’ve	found	your	data	and	you	have	a	genuine,	documented	business	reason	to	keep	some	of	it.	Fine.	Requirement	3.2.1

doesn’t	forbid	retention	—	it	forbids	aimless	retention.	To	satisfy	it,	your	program	needs	four	things	that	most	“data	retention

policies”	I	read	are	missing:

1.	 A	defined	retention	period	for	each	type	of	account	data,	with	a	written	business	justification.	Not	“we	keep	it	as

long	as	we	might	need	it.”	A	number,	and	a	reason	a	regulator	would	accept	—	a	tax	obligation,	a	chargeback	window,	a

specific	contractual	term.

2.	 A	secure	deletion	process	that	renders	the	data	unrecoverable	when	the	period	expires.	Moving	a	file	to	a	different

folder	is	not	deletion.	Flagging	a	database	row	as	inactive	is	not	deletion.

3.	 Coverage	for	every	location	—	the	database,	the	logs,	the	backups,	the	exports	—	because	data	you	deleted	from

production	but	kept	in	a	snapshot	is	data	you	still	have.

4.	 Proof	that	you	actually	run	it,	at	least	once	every	three	months.	This	is	the	part	with	teeth.

That	last	point	is	where	the	standard	turned	a	policy	into	an	operational	obligation.	Requirement	3.2.1	now	requires	you	to

verify,	at	least	once	every	three	months,	that	stored	account	data	which	has	exceeded	its	retention	period	has	been	securely



deleted	or	rendered	unrecoverable.	Not	“have	a	policy	that	says	you	delete.”	Demonstrate	that	the	deletion	happened,	four

times	a	year,	with	evidence.

This	is	the	anti-theater	thesis	of	the	whole	book	landing	on	a	single	control.	A	retention	policy	that	lives	in	a	document	and

never	executes	is	the	purest	form	of	compliance	theater	there	is	—	it	looks	like	a	control,	it	satisfies	a	checkbox,	and	it	deletes

nothing.	The	 do_not_delete 	folder	from	the	cold	open	existed	at	a	company	that	had	a	data-retention	policy.	It	was	three

pages	long.	It	specified	a	two-year	retention	period.	It	had	simply	never	run,	not	once,	because	no	one	owned	the	quarterly	job

and	no	one	was	ever	asked	to	prove	it	had	happened.	Under	the	current	standard,	that	policy	isn’t	a	partial	credit.	It’s	a	failure,

because	the	evidence	the	assessment	demands	—	four	quarters	of	deletion	records	—	doesn’t	exist.

Build	the	purge	as	a	real,	scheduled,	owned	process.	Automate	it	where	you	can;	manual	deletion	is	where	the	misses	live.	And

keep	the	output	—	the	logs,	the	job	records,	the	sign-offs	—	because	that	output	is	your	evidence,	and	it	is	far	easier	to	capture

a	quarterly	artifact	in	real	time	than	to	reconstruct	a	year	of	them	the	week	before	your	QSA	arrives.	(We’ll	spend	all	of	Chapter

8	on	why	that	reconstruction	is	a	trap.)

When	you	must	keep	the	PAN:	render	it	unreadable	the	right	way

For	the	PAN	you	legitimately	retain,	the	standard	splits	into	two	ideas	that	teams	constantly	confuse.	Get	the	distinction

straight	and	you’ll	avoid	the	most	common	Requirement	3	mistakes.

Masking	(Requirement	3.4.1)	is	about	the	screen.	When	a	PAN	is	displayed	—	on	a	support	agent’s	monitor,	a	receipt,	a

report	—	the	maximum	anyone	should	see	by	default	is	the	Bank	Identification	Number	and	the	last	four	digits.	Everyone	else

sees	a	masked	value.	Masking	governs	what	human	eyes	see	in	the	moment.	It	does	nothing	to	the	stored	data	underneath.

Rendering	unreadable	(Requirement	3.5.1)	is	about	storage.	Wherever	a	PAN	is	stored	—	and	that	means	everywhere,

including	backups,	logs,	and	exception	files	—	it	has	to	be	made	unreadable	by	one	of	a	short	list	of	methods:

Truncation	—	permanently	removing	digits	so	the	full	number	is	gone.	The	remaining	data	is	useless	to	a	thief	because

the	middle	is	simply	not	there.

Keyed	cryptographic	hashing	—	and	here	is	a	change	that	catches	people	out.	Under	Requirement	3.5.1.1,	a	plain	one-

way	hash	of	the	PAN	is	no	longer	enough.	It	must	be	a	keyed	hash,	such	as	an	HMAC,	with	real	key	management	behind	it.

The	reason	is	that	PAN	space	is	small	enough	to	brute-force	a	naked	hash;	the	secret	key	is	what	defeats	that.	If	you

hashed	PANs	years	ago	and	called	it	done,	that	control	is	now	non-compliant.

Tokenization	—	replacing	the	PAN	with	a	meaningless	substitute	value,	with	the	real	number	held	in	a	separate,

hardened	vault	(often	someone	else’s).

Strong	encryption	—	with	properly	managed	keys.

Two	traps	live	inside	that	list,	and	both	cost	real	money.

The	first	is	disk-level	encryption.	A	great	many	teams	encrypt	the	whole	drive	—	full-disk	encryption,	or	transparent	database

encryption	—	and	assume	the	PAN	is	therefore	“rendered	unreadable.”	Under	Requirement	3.5.1.2,	that	is	not	sufficient	on	a

live	server.	Disk	and	partition	encryption	only	protect	data	when	the	system	is	off;	the	moment	the	server	is	running	and	a	user

is	authenticated,	everything	decrypts	transparently,	including	your	PANs.	So	disk	encryption	alone	is	acceptable	only	for

removable	media.	On	the	non-removable	storage	where	your	card	data	actually	lives,	you	need	a	more	granular	layer	on	top	—

file-,	column-,	or	field-level	encryption	—	so	the	PAN	stays	protected	even	on	a	running,	compromised	machine.	BitLocker	on

the	server	is	good	hygiene	for	a	stolen	drive.	It	is	not,	by	itself,	PCI-compliant	protection	for	stored	PAN.

The	second	trap	is	subtler	and	more	important	for	scope:	encryption	you	hold	the	key	to	does	not	remove	the	data	from

scope.	If	you	store	an	encrypted	PAN	and	you	possess	the	key	to	decrypt	it,	an	auditor	still	treats	that	data	as	in-scope	account

data	—	because	you	can	turn	it	back	into	a	card	number	any	time	you	like.	Encryption	is	a	protection	control,	not	a	vanishing

act.

Which	brings	us	to	the	cheapest	path	in	the	entire	chapter:	tokenization,	and	outsourcing	storage	to	a	third	party	that

holds	the	keys	you	don’t.	When	you	hand	the	card	to	a	compliant	processor	or	token	vault	and	keep	only	a	token	—	a	value

that	is	useless	on	its	own	and	that	you	cannot	reverse	—	you	have	done	more	than	protect	the	data.	You	have	removed	it	from

your	environment.	The	systems	that	touch	only	tokens	fall	out	of	scope.	This	is	data	minimization	in	its	highest	form:	not	the

data	you	deleted,	but	the	data	you	arranged	never	to	hold.	For	most	startups	and	fintechs	racing	to	clear	an	assessment	to	close

a	deal,	this	single	architectural	decision	does	more	to	shrink	cost	and	scope	than	any	tool	they	could	buy.

The	QSA’s	Eye

Here	is	what’s	happening	on	my	side	of	the	table,	so	you	can	stop	being	ambushed	by	it.

I	do	not	believe	your	data	inventory.	Not	because	I	think	you’re	lying	—	because	I	have	almost	never	seen	a	complete	one.	So	I

don’t	start	from	your	diagram	of	where	card	data	lives.	I	go	looking	for	the	card	data	you	didn’t	tell	me	about,	in	the	places	your



diagram	is	silent.	I	run	discovery	scans	across	servers	you	consider	out	of	scope.	I	 grep 	your	log	samples	for	PAN	patterns.	I

pull	a	handful	of	call	recordings	and	listen	for	someone	reading	back	a	security	code.	I	ask	to	see	a	backup	restored,	and	I	look

at	what’s	actually	in	it.	I	open	a	few	support	tickets	at	random.	The	interesting	findings	are	never	in	the	database	you	hardened.

They’re	in	the	export,	the	log,	the	recording,	the	snapshot	—	the	 do_not_delete 	folder.

And	the	current	standard	gives	this	hunt	real	consequences.	Requirement	12.10.7	says	your	incident-response	plan	must

specifically	cover	the	scenario	where	PAN	turns	up	somewhere	it	was	never	supposed	to	be.	The	regulators	wrote	that

requirement	because	finding	stray	card	data	is	not	a	hypothetical	—	it	is	the	normal	result	of	an	honest	look.	The	question	is

never	whether	you	have	data	somewhere	unexpected.	It’s	whether	you	find	it	before	I	do,	and	whether	you	have	a	plan	for	the

moment	you	do.

So	the	most	expensive	mistake	in	this	chapter	is	the	same	one	from	Chapter	1,	wearing	different	clothes:	hiding	it.	When	you

tell	me	up	front,	“we	found	cleartext	PANs	in	an	old	log	archive,	here’s	the	ticket,	here’s	the	deletion	record,	here’s	the	fix	to

stop	it	recurring,”	that’s	a	remediation	item	and	a	sign	of	a	healthy	program.	When	I	find	it	myself	in	a	folder	you	swore	was

empty,	the	conversation	changes.	Now	I’m	not	assessing	your	controls.	I’m	wondering	what	else	you	didn’t	mention,	and	I’m

widening	the	search.	Disclosed	data	is	a	finding.	Discovered	data	is	a	credibility	problem,	and	credibility	problems	re-open	the

whole	assessment.

QSA	Takeaway

You	can’t	delete	what	you	haven’t	found.	Run	real	data	discovery	across	logs,	backups,	call	recordings,

dev/test,	spreadsheets,	and	ticketing	—	not	just	the	database	you	remember.	Then	confirm	every	hit	with

someone	who	knows	the	business.

Storing	SAD	after	authorization	is	the	cardinal	sin.	Full	track	data,	the	card	verification	code,	and	PINs	are

never	retained	post-authorization,	encrypted	or	not	(3.3.1).	Check	your	call	recordings	first	—	pause-and-resume

or	DTMF	suppression	keeps	the	code	out	entirely.

A	retention	policy	you	don’t	run	is	theater.	Define	the	period	and	the	business	justification,	build	a	real

secure-deletion	process,	and	prove	the	every-three-months	purge	actually	executed	(3.2.1).	The	evidence	is	the

deletion	records,	captured	as	you	go.

Masking	is	not	the	same	as	rendering	unreadable.	3.4.1	governs	the	screen	—	BIN	plus	last	four.	3.5.1

governs	storage	—	keyed	hash,	truncation,	token,	or	strong	encryption.

Disk	encryption	alone	fails	on	a	live	server.	Requirement	3.5.1.2	wants	file-,	column-,	or	field-level

protection	on	non-removable	media.	And	remember:	encryption	you	hold	the	key	to	keeps	the	data	in	scope.

Tokenize	to	disappear.	The	cheapest,	safest	card	data	is	the	data	you	handed	to	a	third	party	and	never	stored.

It’s	the	highest	form	of	minimization	there	is.

Back	to	basics

The	four	pillars	all	run	straight	through	this	chapter,	which	is	why	deletion	sits	so	early	in	the	book.

Asset	Visibility	is	the	precondition	—	the	data-discovery	walk	is	just	asset	visibility	pointed	at	your	data	instead	of	your

systems,	and	you	cannot	minimize	what	you	haven’t	found.	Data	Minimization	is	the	chapter	itself:	every	PAN	you	delete	or

never	ingest	is	a	PAN	you	don’t	have	to	protect,	monitor,	or	prove	anything	about	for	the	rest	of	the	year.	Operational

Continuity	is	the	quarterly	purge	—	the	difference	between	a	retention	policy	that	exists	and	one	that	runs,	which	under	the

current	standard	is	the	difference	between	passing	and	failing.	And	the	Human	Factor	is,	as	always,	where	the	truth	lives:	the

DBA	who	mentions	the	old	export,	the	agent	who	knows	the	recording	system	keeps	everything,	the	developer	who	remembers

the	debug	line.	Tools	find	candidate	data.	People	tell	you	what’s	real,	where	it	came	from,	and	why	it’s	still	there	—	if	you	have

the	sense	to	ask	them	before	your	QSA	does.

Get	this	chapter	right	and	you’ve	done	something	better	than	passing	an	assessment.	You’ve	made	yourself	a	smaller	target.

There’s	nothing	for	an	attacker	to	steal	in	a	folder	you	emptied,	and	nothing	for	me	to	write	up	in	a	system	that	never	held	the

data.

But	the	data	you	couldn’t	bring	yourself	to	delete	is	now	sitting	somewhere	on	your	network	—	and	whether	“somewhere”	can

be	reached	from	everywhere	else	is	the	question	that	decides	how	much	of	that	network	burns	when	one	machine	gets	popped.

That’s	the	lost	art	we	pick	up	in	Chapter	4.



Chapter	4	—	Network	Segmentation	&	the	Lost	Art	of	the	DMZ

Air-gapping	is	dead;	deep	logical,	zero-trust	isolation	wins.

The	thing	that	owned	the	entire	payment	environment	of	a	forty-store	retail	chain	cost	ninety	dollars	and	hung	from	the	ceiling.

It	was	an	IP	camera.	Loss	prevention	had	bought	a	dozen	of	them	off	a	marketplace,	handed	them	to	a	contractor,	and	asked

him	to	“get	them	online	so	we	can	watch	the	registers	from	the	back	office.”	He	did	exactly	that.	He	plugged	them	into	the

nearest	free	switch	ports	—	the	same	switch	ports,	on	the	same	flat	network,	that	carried	the	point-of-sale	terminals.	The

cameras	shipped	with	a	default	admin	password,	a	web	interface,	and	firmware	last	updated	when	the	factory	sealed	the	box.

Nobody	patched	them,	because	nobody	owned	them.	They	weren’t	IT’s.	They	were	“the	camera	thing.”

I	found	them	the	way	I	find	most	of	these.	I	asked	for	the	network	diagram,	the	diagram	showed	a	clean	POS	segment,	and	then

I	asked	what	else	lived	on	that	segment.	Blank	looks.	So	we	scanned	it.	The	scan	came	back	with	the	registers,	two	back-office

PCs,	a	receipt	printer	—	and	twelve	little	embedded	Linux	boxes	with	a	known	remote-code-execution	bug	and	a	password	of

admin .

From	any	one	of	those	cameras,	someone	on	the	guest	Wi-Fi	could	reach	every	register	in	the	company.	Not	in	theory.	We

proved	it	in	an	afternoon.	The	cameras	could	talk	to	the	POS	because	the	network	had	been	built	on	a	single	fatal	assumption:

that	everything	inside	the	building	is	friendly.

It	is,	famously,	how	attackers	got	into	one	of	the	largest	retailers	in	the	United	States	a	decade	ago	—	in	through	a	heating-and-

cooling	vendor’s	connection,	sideways	onto	the	store	network,	out	through	the	registers,	tens	of	millions	of	cards	gone.	That

one	is	a	public	case,	and	it	should	have	ended	this	argument	forever.	It	didn’t.	I	still	find	the	flat	network	in	every	country	I

assess,	behind	every	size	of	logo.	I	pulled	essentially	the	same	ninety-dollar	mistake	off	the	POS	network	of	that	U.S.	chain	and

a	department	store	in	Panama	City	in	the	same	quarter.	The	language	and	the	brand	change.	The	flat	network	doesn’t.

First,	let’s	bury	air-gapping

For	years	the	dream	of	a	secure	card	environment	was	the	air	gap:	a	network	so	completely	severed	from	everything	else	that

nothing	could	reach	it.	No	internet,	no	corporate	LAN,	no	bridge	of	any	kind.	If	an	attacker	can’t	get	a	packet	to	it,	the	thinking

went,	they	can’t	touch	it.

That	world	is	gone,	and	it	isn’t	coming	back.	Your	point-of-sale	terminals	pull	software	updates	over	the	internet.	Your	payment

application	makes	API	calls	to	a	gateway	in	someone	else’s	cloud.	Your	staff	support	the	environment	remotely.	Your	card	data

rides	to	a	processor	over	public	fiber.	Tokenization	services,	fraud	engines,	key-management	systems	—	all	of	it	lives	on	the

other	side	of	a	connection	you	can’t	cut,	because	cutting	it	would	stop	you	taking	payments.	A	real	card	environment	in	2026	is

not	an	island.	It’s	a	port:	busy,	connected,	and	defended	at	the	waterline.

So	the	goal	changed.	You	are	no	longer	trying	to	wall	the	CDE	off	from	the	world.	You	are	trying	to	control,	inspect,	and

minimize	every	path	in	and	out	of	it,	and	to	assume	that	everything	on	the	far	side	of	those	paths	is	already	hostile.	That	is	zero

trust	with	the	marketing	scraped	off:	stop	trusting	a	system	just	because	it	sits	inside	your	building	or	your	cloud	account.

Make	it	prove	it	belongs	in	every	conversation	it	tries	to	have	with	the	card	environment.

The	standard	stopped	saying	“firewall”	for	a	reason

Requirement	1	used	to	be	about	firewalls	and	routers.	In	the	current	standard	it	is	about	network	security	controls	—	NSCs	—

and	that	rename	is	not	bureaucratic	fidgeting.	It	is	an	admission	that	the	old	picture,	a	single	hardware	firewall	guarding	the

moat,	no	longer	matches	how	networks	are	built.	An	NSC	is	anything	that	enforces	a	traffic	rule	between	zones:	a	hardware

firewall,	yes,	but	also	a	cloud	security	group,	a	virtual	firewall,	a	host-based	firewall	on	a	single	server,	a	container	network

policy,	a	web	application	firewall.	The	control	is	the	function,	not	the	appliance.

That	broadening	is	good	news	for	a	resource-constrained	team,	because	it	means	you	do	not	need	a	six-figure	next-generation

firewall	to	satisfy	Requirement	1.	You	need	enforced,	documented,	default-deny	rules	between	your	CDE	and	everything	else	—

and	the	platform	you	already	run	almost	certainly	gives	you	the	tools.	A	handful	of	tight	security	groups	in	AWS	is	a	network

security	control.	So	is	a	properly	configured	host	firewall	on	the	one	server	that	matters.	The	expensive	part	was	never	the	box.

It	was	the	discipline	of	writing	rules	that	say	no	by	default	and	only	yes	on	purpose.

Two	sub-requirements	carry	most	of	the	weight,	and	they	are	deceptively	plain.	Requirement	1.3.1	says	inbound	traffic	to	the

CDE	is	restricted	to	only	what	is	necessary,	and	everything	else	is	explicitly	denied.	Requirement	1.3.2	says	the	same	for

outbound	traffic.	Read	that	second	one	twice,	because	outbound	is	where	teams	get	lazy.	They	lock	the	front	door	obsessively

and	leave	the	back	door	propped	open,	reasoning	that	traffic	leaving	the	card	environment	must	be	harmless.	It	is	not.



Outbound	is	how	stolen	data	gets	out	and	how	malware	phones	home.	A	CDE	that	can	freely	open	connections	to	the	open

internet	is	a	CDE	that	can	quietly	export	every	card	it	holds.	Deny	outbound	by	default	too,	and	allow	only	the	specific

destinations	the	business	actually	needs.

The	DMZ	wasn’t	a	fad.	It	was	load-bearing.

Somewhere	along	the	way	the	demilitarized	zone	got	treated	like	a	quaint	relic	—	a	thing	graybeards	drew	on	whiteboards

before	everything	moved	to	the	cloud.	That	is	a	mistake,	because	the	idea	behind	the	DMZ	is	the	most	durable	network-security

concept	we	have,	and	the	current	standard	still	enforces	it,	just	under	a	different	number.

The	DMZ	exists	because	of	one	ugly	truth:	anything	reachable	from	the	internet	will	eventually	be	compromised.	Your	public

web	server,	your	VPN	concentrator,	your	mail	gateway	—	assume	each	one	gets	popped	someday.	The	DMZ	is	the	buffer	that

makes	that	survivable.	Public-facing	systems	sit	in	a	controlled	middle	zone.	They	talk	to	the	internet	on	one	side	and,	on	a	tight

leash,	to	specific	internal	systems	on	the	other	—	but	a	compromise	of	the	web	server	does	not	hand	the	attacker	a	straight

cable	to	your	database.

The	standard	codifies	exactly	this	in	Requirement	1.4.4:	system	components	that	store	cardholder	data	are	not	directly

accessible	from	untrusted	networks.	Say	it	as	a	working	rule	and	tape	it	to	the	wall	—	nobody	on	the	internet	should	ever	be

one	hop	from	the	database	that	holds	the	PANs.	The	web	tier	talks	to	the	app	tier;	the	app	tier	talks	to	the	data	tier;	each

boundary	is	an	NSC	with	a	default-deny	rule.	Three	tiers,	two	walls.	When	the	inevitable	happens	and	the	web	server	falls,	the

attacker	lands	in	a	room	with	another	locked	door	in	front	of	them,	not	in	the	vault.

The	flat	network	is	the	precise	opposite	of	this,	and	it	is	why	the	cold	open	played	out	the	way	it	did.	On	a	flat	network	there	is

no	middle	zone,	no	buffer,	no	second	locked	door.	The	ninety-dollar	camera	and	the	register	are	in	the	same	room.	Compromise

anything	and	you	have	compromised	everything,	because	everything	is	one	hop	from	everything	else.

North-south	is	the	door.	East-west	is	the	hallway.

Most	teams	guard	one	direction.	They	obsess	over	north-south	traffic	—	the	stuff	crossing	the	perimeter,	in	from	the	internet

and	back	out	—	and	they	barely	think	about	east-west	traffic,	the	movement	between	systems	already	inside.	That	is	backwards

for	how	real	attacks	unfold.	An	intruder	rarely	smashes	straight	through	the	perimeter	into	the	database.	They	get	a	toehold

somewhere	cheap	and	quiet	—	a	camera,	a	forgotten	test	box,	a	phished	laptop	—	and	then	they	move	sideways,	host	to	host,

until	they	reach	the	cards.	The	perimeter	is	the	door.	East-west	is	the	hallway,	and	on	a	flat	network	the	hallway	has	no	doors	at

all.

Microsegmentation	is	the	answer	the	industry	settled	on,	and	under	the	NSC	umbrella	it	is	now	firmly	within	reach	of	a	small

team.	Instead	of	one	big	fence	around	the	CDE,	you	put	a	fence	around	small	groups	of	systems	—	or	even	individual	workloads

—	and	default-deny	between	them.	The	web	tier	can	reach	the	app	tier	and	nothing	else.	The	app	tier	can	reach	the	data	tier

and	nothing	else.	A	compromised	host	can	talk	to	almost	nothing,	because	almost	nothing	was	ever	allowed.	You	do	not	need	an

exotic	platform	for	this;	host	firewalls	and	cloud	security	groups	do	most	of	the	work.	What	it	needs	is	the	willingness	to	write

many	small	deny	rules	instead	of	one	lazy	allow.

The	cloud	has	its	own	version	of	the	flat	network,	and	it	is	just	as	common:	the	over-permissive	security	group	and	the	single

sprawling	virtual	network	where	every	instance	can	reach	every	other.	A	wide-open	 0.0.0.0/0 	rule	is	a	flat	network	wearing	a

cloud	costume.	The	fix	is	identical	—	subnets	and	security	groups	that	default-deny,	with	narrow	allow	rules	between	tiers.	Only

the	nouns	change.

The	boundary	leaks	through	the	things	you	forgot	to	count

Even	teams	that	build	a	clean	three-tier	architecture	lose	the	plot	at	the	edges,	because	the	boundary	does	not	only	leak

through	servers.	It	leaks	through	devices.

The	current	standard	added	Requirement	1.5	for	exactly	this	risk:	computing	devices	that	can	connect	to	both	an	untrusted

network	and	the	CDE.	The	obvious	case	is	the	laptop.	An	administrator’s	machine	spends	its	morning	on	hotel	Wi-Fi	and	an

airport	hotspot,	collecting	whatever	it	collects,	then	connects	through	the	VPN	into	the	card	environment	in	the	afternoon.	That

laptop	is	a	bridge	across	the	wall	you	spent	so	much	effort	building.	Requirement	1.5.1	says	you	must	put	controls	on	those

dual-homed	devices	—	host	firewalls,	hardened	configurations	—	so	they	cannot	carry	a	threat	across	the	boundary.

Then	there	is	the	other	category,	the	one	from	the	cold	open:	everything	that	is	not	a	laptop	or	a	server	but	is	somehow	on	the

network	anyway.	Cameras.	Badge	readers.	Printers.	The	smart	TV	in	the	break	room.	Building-management	controllers.	Digital

menu	boards.	Vending	machines	that	take	cards	and,	increasingly,	talk	to	the	cloud.	These	devices	are	built	to	be	cheap	and

convenient,	not	secure.	They	ship	with	default	credentials	and	firmware	nobody	will	ever	patch,	and	they	have	a	way	of	landing

on	whatever	network	has	a	free	port	—	which,	on	a	flat	network,	is	the	network	with	the	registers	on	it.



There	is	a	story	this	industry	tells	about	a	casino	breached	through	an	internet-connected	thermometer	in	a	lobby	fish	tank,	the

attackers	using	it	as	a	foothold	to	pivot	toward	a	high-value	database.	Whether	every	detail	of	that	one	is	exact,	the	shape	of	it

is	true,	and	I	have	met	its	cousins	many	times:	the	harmless	little	device	nobody	classified	as	a	computer	becomes	the	doorway.

If	a	thing	has	an	IP	address,	it	belongs	in	your	thinking,	even	when	it	sits	out	of	scope	for	the	assessment.	Inventory	it,	drop	it

onto	its	own	isolated	network	far	from	the	CDE,	and	never	let	“just	put	it	on	the	main	Wi-Fi”	be	the	answer.

So	you’re	flat.	Here’s	how	to	climb	out.

Most	teams	reading	this	are	not	designing	a	network	from	scratch.	They	are	staring	at	one	they	inherited	—	flat,	sprawling,

undocumented	—	with	an	assessment	date	already	on	the	calendar.	The	instinct	is	to	despair,	or	to	buy	a	giant	appliance	and

hope.	Neither	helps.	Segmentation	from	a	flat	start	is	a	sequence,	not	a	purchase.

Start	by	shrinking	the	target.	Before	you	draw	a	single	boundary,	delete	and	tokenize	everything	you	can,	so	the	environment

you	have	to	wall	off	is	as	small	as	it	can	be.	That	is	the	previous	chapter	doing	its	job.	Then	carve	out	the	smallest	honest	CDE

—	only	the	systems	that	truly	store,	process,	or	transmit	card	data	—	and	put	your	first,	tightest	wall	around	that.	One	well-

defended	zone	beats	ten	half-built	ones.

Next,	handle	the	connected-to	systems	on	purpose.	The	jump	host,	the	patch	server,	the	monitoring	agent	—	give	each	a

controlled,	logged,	single-purpose	path	into	the	CDE,	and	deny	everything	else.	Then	evict	the	strangers:	the	cameras,	printers,

smart	screens,	and	building	controllers	move	onto	their	own	isolated	network	with	no	route	to	the	card	zone	at	all.	You	will	be

surprised	how	much	risk	walks	out	the	door	in	that	one	step.

Then	test	it	—	actually	test	it,	with	the	segmentation	penetration	test	from	Chapter	1	—	and	only	then	believe	your	own

diagram.	From	that	day	on,	treat	every	firewall	change	as	a	change:	requested,	justified,	approved,	logged,	and	re-tested.	The

flat	network	took	years	to	grow.	You	climb	out	of	it	one	deliberate	zone	at	a	time,	and	the	discipline	you	build	doing	it	is	the

same	discipline	that	keeps	you	compliant	every	year	after.

The	QSA’s	Eye

When	I	assess	Requirement	1,	I	am	not	impressed	by	the	brand	on	your	firewall.	I	want	to	see	the	rules,	and	the	rules	tell	me

everything.

The	first	thing	I	look	for	is	the	any-any	rule	—	a	line	in	the	rule	base	that	allows	all	traffic	from	anywhere	to	anywhere,	usually

added	at	two	in	the	morning	during	an	outage	with	a	comment	like	 temp	-	remove	later .	It	is	never	removed	later.	That

single	rule	can	erase	every	other	wall	in	the	building,	and	I	will	find	it,	because	I	read	the	whole	rule	set,	not	the	tidy	summary

your	vendor’s	dashboard	shows	you.

Then	I	trace	paths.	I	will	pick	a	system	you	have	declared	out	of	scope	—	a	back-office	PC,	a	device	on	the	corporate	LAN,	that

camera	—	and	ask	you	to	prove	it	cannot	reach	the	CDE.	Not	tell	me.	Prove	it.	We	established	in	Chapter	1	that	segmentation

only	counts	once	it	has	been	penetration-tested	on	the	standard’s	cadence;	this	is	the	operational	half	of	that	promise.	I	want	to

see	the	deny	rule,	and	I	want	the	test	that	confirms	the	deny	rule	actually	holds.

I	check	Requirement	1.4.4	directly:	can	I	reach	a	system	that	stores	cardholder	data	from	an	untrusted	network,	in	one	hop	or

in	several?	I	study	outbound	rules	as	hard	as	inbound,	because	a	CDE	that	can	reach	the	whole	internet	is	a	CDE	that	can	be

drained.	And	I	compare	your	live	configuration	against	your	documented	one	—	Requirement	1.2.8	—	because	rule	bases	drift,

and	the	gap	between	the	firewall	you	designed	and	the	firewall	you	are	actually	running	is	where	breaches	live.

The	clients	who	sail	through	this	part	share	one	trait.	They	can	hand	me	a	current	rule	base	where	every	allow	rule	has	a

business	justification	written	beside	it,	and	they	can	name	the	person	who	reviews	those	rules	on	a	schedule.	The	clients	who

suffer	hand	me	a	rule	base	nobody	has	read	in	three	years	and	a	network	diagram	that	describes	a	company	that	no	longer

exists.

QSA	Takeaway

Stop	trying	to	cut	the	card	environment	off	from	the	world	—	that	war	is	lost.	Build	tiers	instead.	Default-deny	in	and

out	of	the	CDE,	a	real	buffer	zone	so	nothing	internet-facing	is	one	hop	from	your	card	data	(Requirement	1.4.4),	and

an	honest	inventory	of	every	device	with	an	IP	address,	including	the	cheap	ones	nobody	thinks	of	as	computers.	Then

write	a	business	justification	next	to	every	allow	rule	and	have	a	named	human	review	them	on	a	cadence.	A	firewall

full	of	unexplained	“temporary”	rules	is	not	a	control.	It	is	a	confession	waiting	to	be	read.

Back	to	basics

Strip	this	chapter	to	the	four	pillars	and	it	gets	simple.



Asset	Visibility.	You	cannot	segment	what	you	never	counted.	The	camera	in	the	cold	open	was	not	malicious;	it	was	invisible.

Every	flat-network	disaster	I	have	worked	started	as	an	inventory	failure	—	a	device,	a	server,	a	forgotten	link	nobody	knew	was

sharing	a	wire	with	the	registers.	The	network	diagram	is	a	hypothesis.	The	scan	is	the	truth.	Reconcile	the	two,	often.

Data	Minimization.	The	smallest	card	environment	is	the	easiest	one	to	wall	off.	Every	system	you	remove	from	the	CDE	is	a

system	you	no	longer	have	to	isolate,	monitor,	and	justify.	The	deletion	work	from	the	last	chapter	pays	its	second	dividend

here:	less	data	means	fewer	systems	in	the	protected	zone,	which	means	fewer	walls	to	build	and	fewer	to	defend.

Operational	Continuity.	Firewall	rules	rot.	Business	needs	shift,	someone	opens	a	port	for	a	project,	the	project	ends,	the	rule

stays.	A	rule	base	is	not	something	you	set;	it	is	something	you	tend.	The	continuous-evidence	demand	—	which	earns	its	own

chapter	later	—	lands	hard	on	Requirement	1,	because	“we	reviewed	the	rules”	two	weeks	before	the	assessment	is	precisely

the	theater	this	book	exists	to	kill.	Review	them	on	a	schedule,	re-test	segmentation	after	every	change,	and	keep	the	receipts.

The	Human	Factor.	Somewhere	a	person	has	to	own	the	rule	base.	Somebody	has	to	say	“no,	the	cameras	do	not	go	on	the

POS	network,”	and	mean	it,	while	the	contractor	stands	there	with	a	deadline	and	a	free	switch	port.	Somebody	has	to

remember	why	the	three	tiers	exist	when	a	developer	asks	to	“just	let	the	web	server	hit	the	database	directly,	it’ll	be	faster.”

No	appliance	makes	that	call.	A	trained,	accountable	person	does	—	which	is,	once	again,	the	whole	argument	of	this	book.

The	network	controls	where	traffic	may	go.	But	the	strongest	wall	in	the	world	has	a	door	in	it,	and	the	door	has	a	lock,	and	the

lock	takes	a	key.	Once	you	have	decided	which	systems	may	speak	to	the	CDE,	the	only	question	an	attacker	has	left	is	the

oldest	one	there	is:	whose	credentials	will	let	me	walk	through	the	door	like	I	belong?	That	is	identity,	and	it	is	where	we	go

next.



Chapter	5	—	Identity	&	Access:	MFA	Done	Right

Shared	admin	creds	and	half-broken	MFA	are	an	open	door.

Ten	engineers.	One	database	account	named	 admin .	One	password,	written	on	a	sticky	note	that	lived	under	someone’s

monitor	and	in	a	Slack	channel	three	people	had	left	the	company	still	able	to	read.	Multi-factor	authentication:	off,	because

turning	it	on	“broke	the	deployment	script.”

I	have	walked	into	some	version	of	that	room	on	three	continents.	The	faces	change,	the	accents	change,	the	logo	on	the	badge

changes.	The	door	does	not.	It	is	always	the	same	door,	standing	open,	and	it	is	almost	always	the	first	thing	I	find	and	the	last

thing	anyone	wants	to	fix.

Here	is	what	makes	it	the	most	dangerous	finding	in	any	assessment:	it	is	not	a	missing	tool.	These	were	good	engineers.	The

company	had	bought	identity	software	—	expensive	identity	software,	the	kind	with	a	four-letter	acronym	and	a	sales	engineer

who	flew	in	for	the	demo.	The	shared	login	existed	next	to	the	platform,	a	quiet	workaround	that	everyone	knew	about	and

nobody	owned.	The	control	failed	not	because	the	technology	was	absent	but	because	the	people	decided,	reasonably	and

locally,	that	the	rule	was	inconvenient.	That	is	the	whole	chapter	in	one	sentence.	Identity	is	where	security	stops	being

something	you	buy	and	becomes	something	your	people	do,	every	day,	when	no	one	is	watching	and	the	deployment	script	is

failing	at	2	a.m.

Get	this	pillar	right	and	most	of	your	assessment	gets	easier,	because	almost	every	other	requirement	assumes	you	can	answer

one	question:	who	did	that?	Get	it	wrong	and	you	cannot	answer	that	question	about	anything,	which	means	you	cannot	prove

any	control	to	anyone.

Unique	IDs	first,	or	nothing	else	is	real

Before	we	talk	about	MFA,	we	have	to	talk	about	the	thing	MFA	sits	on	top	of,	because	a	second	factor	on	a	shared	account	is

lipstick	on	a	problem.

Requirement	8	opens	by	insisting	that	every	user	gets	a	unique	ID,	and	that	you	never	use	shared,	group,	or	generic	accounts

for	anything	an	actual	human	touches.	People	treat	this	as	bureaucratic	throat-clearing	on	the	way	to	the	password	rules.	It	is

not.	It	is	the	load-bearing	wall	the	entire	access-control	house	rests	on.

Walk	the	logic.	Least	privilege	means	giving	each	person	only	the	access	their	job	requires	—	but	you	cannot	scope	privilege	to

a	person	if	ten	people	share	one	identity.	Accountability	means	tracing	an	action	back	to	a	human	—	but	a	shared	account

traces	back	to	“someone	on	the	team,”	which	in	an	investigation	is	the	same	as	tracing	back	to	no	one.	Your	logs,	your

monitoring,	your	incident	response,	your	access	reviews:	all	of	them	are	built	to	answer	who,	and	a	shared	account	answers

yes.

So	when	I	find	the	ten-engineers-one-login	setup,	I	am	not	writing	up	one	finding.	I	am	quietly	invalidating	a	stack	of	controls

the	client	thought	they	had	passed.	The	audit	trail	can’t	attribute.	The	access	review	can’t	be	meaningful.	The	termination

process	can’t	actually	remove	the	departed	engineer,	because	his	access	lives	inside	a	credential	nobody	can	rotate	without

breaking	everyone.	One	shared	account	and	a	dozen	things	downstream	become	unprovable.

The	fix	is	not	glamorous	and	it	is	not	technical	genius.	It	is	the	discipline	to	say	no	to	the	shared	login	the	first	time	someone

proposes	it,	and	the	operational	maturity	to	build	the	deployment	pipeline	so	it	authenticates	as	a	managed	service	identity	—

unique,	scoped,	logged,	rotated	—	instead	of	borrowing	a	human’s	god-mode	credential.	That	is	a	people	decision	long	before	it

is	a	tooling	one.	The	teams	that	get	it	right	are	not	the	ones	with	the	best	IAM	platform.	They	are	the	ones	where	an	engineer’s

reflex,	when	handed	a	shared	password,	is	to	flinch.

Back	to	Basics	truth:	You	cannot	enforce	least	privilege,	accountability,	or	an	audit	trail	on	an	account	that	belongs	to

everyone.	The	shared	admin	login	is	the	original	sin	of	access	control,	and	no	second	factor	redeems	it.

MFA	for	all	CDE	access	—	the	rule	changed,	and	so	did	the	mindset

For	years,	the	working	assumption	ran	like	this:	MFA	is	for	the	VPN	and	the	domain	admins.	If	you	were	logging	in	from	home,

you	got	a	push	notification.	If	you	were	a	regular	user	already	inside	the	building,	on	an	account	that	only	touched	the

cardholder	data	environment	from	the	inside,	a	username	and	password	were	enough.

That	assumption	is	now	a	finding.	Under	v4.0.1,	multi-factor	authentication	is	required	for	all	access	into	the	CDE	—	every

account,	every	user,	administrator	or	not,	whether	the	connection	originates	outside	your	network	or	from	a	desk	in	the	middle

of	your	own	office.	Under	the	old	3.2.1	rules,	MFA	into	the	CDE	was	effectively	an	administrator-and-remote-access	control.



That	era	is	over.	The	standard	now	treats	the	CDE	boundary	itself	as	the	line	that	demands	two	factors,	regardless	of	who	is

crossing	it	or	from	where.

This	is	one	of	the	requirements	that	became	mandatory	on	March	31,	2025,	and	there	is	no	soft	landing	left.	If	your

environment	still	runs	on	the	old	mental	model	—	MFA	bolted	onto	the	perimeter,	single-factor	everywhere	inside	—	you	do	not

have	a	roadmap	problem.	You	have	a	present-tense	gap	that	a	QSA	will	write	up	on	the	first	day.

The	shift	in	thinking	matters	more	than	the	shift	in	scope.	The	perimeter	mindset	said:	harden	the	wall,	trust	the	inside.	The

v4.0.1	mindset	says:	there	is	no	inside.	Every	door	into	the	cardholder	data	environment	is	an	external	door	as	far	as

authentication	is	concerned.	That	is	closer	to	how	attackers	actually	move	—	they	do	not	knock	on	the	front	gate,	they	land

somewhere	soft	and	pivot	—	and	it	is	closer	to	the	zero-trust	direction	the	whole	industry	has	been	drifting	toward	for	a	decade.

Two	requirement	numbers	are	worth	keeping	straight,	because	clients	confuse	them	and	so	do	some	assessors.	Requirement

8.4.1	covers	administrative	non-console	access	—	admins	reaching	servers,	firewalls,	network	gear.	Requirement	8.4.2	is	the

broader	mandate:	MFA	for	all	access	into	the	CDE,	not	just	administrative.	And	Requirement	8.3.1	sits	underneath	both	as	the

strong-authentication	principle	—	that	access	is	gated	by	a	factor	from	at	least	two	of	the	three	categories.	You	do	not	need	to

recite	the	numbering	to	your	team.	You	need	them	to	internalize	the	outcome:	if	a	credential	gets	someone	into	the	CDE,	that

credential	needs	a	second,	independent	factor	behind	it.

Two	factors,	done	right	—	the	configuration	traps

Turning	MFA	on	is	the	easy	part.	Turning	it	on	correctly	is	where	I	see	otherwise-diligent	teams	stumble,	because	v4.0.1	cares

about	how	the	mechanism	is	built,	not	just	whether	the	toggle	is	flipped.

The	factors	have	to	be	independent.	Two	of	the	three	categories	—	something	you	know,	something	you	have,	something

you	are	—	and	they	cannot	lean	on	each	other.	The	classic	failure	I	see:	an	engineer	logs	into	a	laptop	with	one	password,	the

laptop	holds	a	software	token	in	a	local	vault,	and	a	second	password	auto-fills	from	that	same	vault	to	complete	the	“MFA”

login.	On	paper,	two	factors.	In	reality,	one	credential	—	access	to	the	device	—	unlocked	both.	If	compromising	one	thing	gives

an	attacker	both	factors,	you	have	single-factor	authentication	wearing	a	costume.

All	factors	validate	before	you	learn	anything.	Older	systems	check	the	password	first,	and	only	ask	for	the	second	factor

once	the	password	is	right.	That	leaks	information:	an	attacker	now	knows	the	password	was	valid.	The	standard	wants	both

factors	submitted	and	evaluated	together,	with	the	system	revealing	nothing	about	which	factor	failed	when	authentication	is

denied.	“Wrong	password	or	wrong	token,	we	won’t	say	which”	is	the	correct,	boring	answer	your	login	screen	should	give.

No	bypass.	Users	—	including	administrators,	especially	administrators	—	must	not	be	able	to	route	around	MFA	to	reach	the

CDE.	Exceptions	exist	only	as	documented,	time-boxed,	management-approved	events,	not	as	a	quiet	config	flag	someone	set

during	an	outage	and	forgot.

Mind	the	weak	second	factors.	SMS	one-time	codes	are	technically	a	possession	factor	and	technically	still	permitted,	but

they	are	phishable	and	SIM-swappable,	and	a	QSA	who	knows	the	threat	landscape	will	note	them	as	risk	even	where	they	pass

the	letter	of	the	requirement.	The	standard	nods	clearly	toward	phishing-resistant,	FIDO-style	authentication	—	passkeys,

hardware	tokens,	biometrics	bound	to	the	device.	You	are	not	required	to	be	there	yet.	You	should	know	that	is	where	the	road

goes,	and	that	v4.0.1	even	allows	a	phishing-resistant	factor	to	stand	in	for	traditional	MFA	on	non-administrative	CDE	access.

The	teams	that	move	early	stop	fighting	this	requirement	and	start	benefiting	from	it.

Back	to	Basics	truth:	MFA	is	not	a	checkbox,	it	is	a	configuration.	Two	factors	that	share	a	single	point	of	failure,	or	a	login

screen	that	tells	an	attacker	which	guess	was	right,	will	pass	a	glance	and	fail	a	real	assessment.

Passwords:	the	fallback	factor	that	got	harder

Notice	where	passwords	landed	in	this	chapter	—	after	MFA,	not	before.	That	is	deliberate.	In	a	properly	built	environment	the

password	is	the	weaker	half	of	a	two-factor	login,	the	fallback,	not	the	lone	guard	at	the	gate.	That	reframing	is	the	most	useful

thing	I	can	hand	you,	because	it	ends	the	exhausting	war	teams	wage	over	password	complexity	as	if	the	password	were	the

whole	defense.

That	said,	v4.0.1	did	make	the	password	rules	stricter,	and	you	have	to	meet	them.	The	headline	numbers,	the	ones	to	commit

to	memory:

Twelve	characters,	alphabetic	and	numeric.	The	old	seven-character	minimum	is	gone.	Where	a	system	genuinely	cannot

support	twelve,	the	floor	is	eight	—	but	treat	that	as	a	legacy	exception	to	document	and	migrate	off,	not	a	target	to	design

toward.	This	one	occasionally	bites	in	the	worst	place:	a	crusty	system	inside	the	CDE	that	maxes	out	at	ten	characters	and	was

never	going	to	be	patched.	Find	those	now,	before	audit	week	finds	them	for	you.

Ninety-day	rotation	—	unless.	Passwords	change	every	90	days	unless	you	either	run	dynamic	analysis	of	the	account’s



security	posture	in	real	time,	or	you	have	MFA	in	place.	This	is	the	rule’s	hidden	reward.	Implement	MFA	properly	and,	for

those	accounts,	you	can	drop	the	punishing	90-day	rotation	that	drives	users	to	“Summer2026!”	then	“Autumn2026!”	—

predictable,	weak,	and	worse	than	a	strong	static	passphrase	behind	a	second	factor.	Better	authentication	buys	you	out	of	the

worst	password	hygiene	theater.	Service	providers	relying	on	a	password	as	the	sole	factor	for	customer	access	still	owe	the	90-

day	change;	the	relief	is	for	environments	that	did	the	MFA	work.

Lockout	after	failures.	Accounts	lock	after	a	small	number	of	consecutive	failed	attempts	and	stay	locked	for	a	set	window	or

until	an	admin	intervenes.	This	is	your	cheap,	blunt	defense	against	brute	force:	an	attacker	with	a	handful	of	guesses	before

the	door	bolts	shut	will	move	to	a	softer	target.	It	is	one	of	the	oldest	controls	in	the	standard	and	one	of	the	most	reliably

misconfigured	—	I	still	find	lockout	thresholds	set	to	“never”	because	someone	got	tired	of	the	help-desk	calls.

The	strategic	point	underneath	all	the	numbers:	stop	pouring	your	energy	into	making	passwords	carry	a	load	they	were	never

strong	enough	to	bear.	Make	them	the	second-best	lock	on	a	two-lock	door.	Then	the	12-character	rule	is	a	floor	you	clear	easily

instead	of	a	battle	you	re-fight	every	quarter.

Least	privilege	—	the	other	half	of	access	control	nobody	photographs

MFA	and	unique	IDs	answer	who	is	at	the	door.	They	say	nothing	about	how	much	of	the	building	that	person	can	walk	into

once	inside.	That	second	question	is	Requirement	7,	least	privilege,	and	it	is	the	half	of	access	control	that	gets	neglected

because	it	is	unglamorous,	invisible,	and	never	the	thing	a	vendor	demos.

Least	privilege	is	simple	to	state:	every	identity	gets	the	minimum	access	its	role	requires,	default-deny,	and	nothing

accumulates	by	accident.	It	is	brutal	to	maintain,	because	access	creep	is	a	force	of	nature.	Someone	needs	temporary	access

for	a	project,	gets	it,	and	the	project	ends	but	the	access	does	not.	Someone	changes	roles	and	inherits	the	new	permissions	on

top	of	the	old	ones.	Five	years	later	a	marketing	analyst	has	standing	read	access	to	a	production	database	because	of	a	2021

reporting	task	everyone	forgot.	I	find	these	every	single	assessment,	in	companies	of	every	size,	and	the	cause	is	always	the

same:	nobody	owns	the	review.

The	standard	wants	role-based	access,	documented,	with	periodic	reviews	that	actually	happen	and	actually	result	in	removals.

The	word	that	matters	there	is	removals.	An	access	review	where	nothing	ever	gets	taken	away	is	not	a	review,	it	is	a

ceremony.	The	QSA	can	tell	the	difference	instantly	—	a	review	with	no	revocations	over	twelve	months	is	a	review	nobody	ran

honestly.

This	is	where	least	privilege	loops	straight	back	into	the	human	factor.	The	control	is	not	a	tool	you	install;	it	is	a	habit

somebody	has	to	own.	The	teams	that	pass	cleanly	have	a	person	—	sometimes	a	whole,	boring,	wonderful	quarterly	meeting	—

whose	job	is	to	look	at	who	can	reach	what	and	ask,	every	time,	“does	this	person	still	need	this?”	That	meeting	is	worth	more

than	the	IAM	platform	that	feeds	it	the	data.

The	Human	Factor:	identity	is	the	pillar	made	technical

Every	chapter	in	this	book	runs	the	same	lens	over	a	different	control,	and	here	it	comes	back	sharpest.	Requirement	8	is	the

human-factor	pillar	wearing	a	technical	disguise.

Look	again	at	the	ten-engineers-one-login	room.	Every	failure	in	it	was	a	human	decision,	not	a	tooling	gap.	Someone	chose	to

create	the	shared	account.	Someone	chose	to	disable	MFA	to	unbreak	a	script.	Someone	chose,	repeatedly,	not	to	flag	it,

because	flagging	it	was	friction	and	the	deal	had	to	ship.	The	platform	was	sitting	right	there	the	whole	time.	The	people	routed

around	it.

Now	picture	the	opposite	team	—	the	one	that	passes	this	domain	without	drama.	They	do	not	have	better	software.	They	have

an	engineer	who,	handed	a	shared	password,	asks	for	a	service	account	instead.	A	team	lead	who	treats	“turn	off	MFA	to	fix	the

deploy”	as	a	sentence	that	does	not	get	finished.	An	access	review	that	someone	genuinely	runs,	with	a	column	for	“removed.”

None	of	that	is	purchasable.	It	is	trained,	accountable	judgment,	and	in	identity	it	is	the	difference	between	a	control	that	exists

and	a	control	that	exists	on	the	org	chart.

This	is	the	counter-thesis	the	whole	book	is	built	on,	made	concrete.	In	PCI	DSS,	the	people	are	not	the	weak	link	you	apologize

for	in	the	awareness-training	slide.	In	access	control	especially,	they	are	the	control.	A	trained	team	makes	the	IAM	platform

work.	An	untrained	one	builds	a	shadow	of	shared	logins	right	next	to	it.	Tooling	sets	the	ceiling.	People	decide	whether	you

reach	it.

The	QSA’s	Eye

When	I	assess	Requirement	7	and	8,	I	am	not	impressed	by	the	IAM	platform’s	logo	on	a	slide.	I	ask	for	evidence,	and	the

evidence	is	specific:



A	user	list	that	maps	to	actual	humans.	Every	account,	named	to	a	person	or	a	documented	service	identity.	When	I

find	an	account	nobody	can	attach	a	name	to,	that	is	where	the	conversation	slows	down.

MFA	config	across	every	CDE	entry	point	—	not	just	the	VPN.	Clients	reflexively	show	me	the	remote-access	MFA

and	expect	that	to	cover	it.	I	want	proof	of	MFA	on	internal	access	into	the	CDE	too,	on	every	door.	The	single	most

common	surprise	on	day	one	is	a	client	who	genuinely	believed	perimeter	MFA	was	the	whole	job.

The	password	policy	as	enforced,	not	as	written.	Show	me	the	system	configuration	—	the	actual	length,	lockout,	and

rotation	settings	the	platform	applies.	A	Word	document	that	says	“12	characters”	proves	nothing.	I	read	the	config,	not

the	policy	binder.

Twelve	months	of	access	reviews	with	removals	in	them.	A	review	that	never	revoked	anything	tells	me	it	never	really

happened.	I	want	to	see	access	taken	away,	with	dates.

Hiding	the	shared	account	from	me	is	the	most	expensive	move	you	can	make,	because	I	will	find	it,	and	now	I	am	wondering

what	else	got	tidied	out	of	view	before	I	arrived.

Horror	story:	the	ten	engineers	and	the	one	login

Let	me	close	the	loop	on	the	room	I	opened	with,	because	the	ending	is	the	useful	part.

The	company	was	a	mid-sized	processor	—	real	volume,	real	customers,	the	kind	of	operation	where	the	database	in	question

held	more	cardholder	data	than	anyone	wanted	to	think	about.	Ten	platform	engineers	shared	a	single	 admin 	account	into	that

database.	The	password	had	not	changed	in	over	a	year,	because	changing	it	meant	coordinating	ten	people	and	updating	a

deployment	script	nobody	fully	understood.	MFA	was	off	on	that	account	for	the	same	reason.	Two	of	the	ten	engineers	had	left

the	company	in	the	previous	eighteen	months.	Their	access,	in	any	meaningful	sense,	had	never	left	with	them,	because	there

was	nothing	individual	to	revoke.

It	surfaced	the	way	these	things	always	do:	not	in	a	breach	—	they	got	lucky	—	but	in	the	audit,	when	I	asked	a	question	their

logs	could	not	answer.	Someone	had	run	a	bulk	export	months	earlier.	Legitimate,	probably.	But	the	log	showed	the	action

came	from	 admin ,	and	 admin 	was	ten	people	and	two	ghosts.	Nobody	could	tell	me	who	ran	it.	That	single	unanswerable

question	turned	a	routine	evidence	request	into	a	multi-day	excavation,	because	once	one	account	is	unprovable,	every	action

that	account	ever	took	is	suspect.

The	fix	took	three	weeks	and	zero	new	software.	Ten	unique	accounts,	each	scoped	to	what	that	engineer	actually	needed.	The

deployment	pipeline	rebuilt	to	authenticate	as	a	managed	service	identity	with	its	own	rotated	credential,	unique	and	logged.

MFA	on	every	one	of	the	human	accounts.	The	two	departed	engineers,	finally	and	actually,	gone.	The	cost	was	not	money	—	it

was	the	three	weeks	of	an	assessment	that	should	have	been	clean,	plus	the	standing	it	cost	them	with	an	auditor	who	now	read

everything	else	they	showed	me	a	little	more	skeptically.

The	lesson	the	client	took	away	was	the	right	one,	and	it	is	the	one	I	want	you	to	take:	the	shared	login	did	not	save	them	time.

It	borrowed	time	at	a	punishing	interest	rate,	and	the	assessment	was	where	the	loan	came	due.

QSA	Takeaway

Unique	IDs	are	the	foundation.	Least	privilege,	accountability,	and	the	audit	trail	all	assume	you	can	map

every	action	to	a	human.	A	shared	account	quietly	invalidates	the	controls	stacked	on	top	of	it.

MFA	is	now	required	for	all	access	into	the	CDE	under	v4.0.1	—	every	account,	internal	or	external,	not	just

admins	and	not	just	remote.	The	old	perimeter	mindset	is	an	automatic	finding,	mandatory	since	March	2025.

Configure	MFA	correctly,	not	just	on.	Independent	factors,	all	factors	validated	before	any	result	is	revealed,

no	quiet	bypass,	and	an	eye	on	phishing-resistant	methods	over	SMS.

Passwords	are	the	fallback	factor.	Twelve	characters,	alpha-numeric;	lockout	on	repeated	failures;	and

properly	implemented	MFA	buys	you	out	of	the	punishing	90-day	rotation.	Stop	making	the	password	carry	the

whole	defense.

Least	privilege	is	the	other	half.	Default-deny,	role-based,	and	reviewed	by	someone	who	actually	removes

access.	A	review	with	no	revocations	never	happened.

Identity	is	the	human	factor	made	technical.	Every	failure	in	the	shared-login	room	was	a	human	decision

the	tooling	could	not	prevent.	The	strongest	access	control	is	a	team	that	flinches	at	a	shared	password.

Back	to	basics

Run	the	four	pillars	over	identity	and	they	collapse	into	a	single	prompt:	who	is	this,	and	should	they	be	here?	Asset	Visibility

is	the	unique	ID	—	you	cannot	see	who	did	anything	until	every	account	maps	to	one	named	human	or	one	documented	service.

Data	Minimization	has	its	twin	in	least	privilege:	the	permission	nobody	uses	is	the	permission	nobody	can	abuse,	so	you

grant	the	minimum	and	claw	the	rest	back.	Operational	Continuity	is	the	access	review	that	genuinely	runs	and	genuinely



removes,	on	its	six-month	clock,	instead	of	the	annual	ceremony	that	re-blesses	last	year’s	sprawl.	And	the	Human	Factor	is

the	room	we	opened	with	—	ten	engineers,	one	login,	the	second	factor	switched	off	—	every	line	of	it	a	person	choosing	the

convenient	path,	and	every	clean	program	built	by	a	person	who	wouldn’t.	Identity	is	the	one	pillar	you	cannot	automate	your

way	out	of,	because	the	decision	to	flinch	at	a	shared	password	was	never	a	setting.	It	was	a	person.

The	next	chapter	takes	that	idea	and	stops	disguising	it.	Identity	is	where	“people	are	the	control”	first	shows	its	teeth;	People

Over	Toys	is	where	we	say	it	plainly	—	and	walk	through	the	multinational	that	owned	every	tool	in	the	catalog	and	could	not

operate	a	single	one.



Chapter	6	—	People	Over	Toys:	Your	Strongest	Control

A	SOC	full	of	tools	no	one	can	operate	is	the	most	expensive	shelfware	in	the	building.

The	Security	Operations	Center	had	a	glass	wall,	and	the	glass	wall	was	the	point.

You	could	see	it	from	the	executive	corridor	—	a	dim	room	glowing	with	screens,	a	video	wall	running	threat	maps	with	little

orange	arcs	flying	between	continents,	analysts	in	headsets	bathed	in	blue	light.	The	regional	bank	had	spent	what	a	mid-sized

country	spends	on	a	road.	Brand-name	SIEM.	A	brand-name	EDR	agent	on	every	endpoint.	A	threat-intelligence	feed,	a	SOAR

platform,	a	deception	grid,	two	consoles	whose	function	nobody	could	explain	to	me	without	checking	a	slide.	The	room	had

been	featured	in	the	company’s	investor	deck.	It	looked	like	the	future.

I	sat	down	next	to	the	analyst	on	shift	and	asked	him	a	simple	question.	Show	me	the	last	twenty-four	hours	of	access	into	the

cardholder	environment	that	the	tools	flagged	as	unusual.

He	opened	a	console.	It	was	the	wrong	one.	He	opened	another.	He	scrolled.	He	frowned	at	a	dashboard	that	had	clearly	been

built	for	someone	else’s	job,	clicked	into	a	view,	got	an	error,	and	clicked	back	out.	Then	he	said	the	sentence	I	have	now	heard,

in	some	accent	or	another,	on	three	continents:

“The	vendor	usually	runs	this	for	us.”

The	integrator	who	configured	all	of	it	had	finished	the	project	eighteen	months	earlier	and	gone	home.	The	licenses	renewed

automatically.	The	dashboards	kept	glowing.	And	not	one	person	inside	the	building	could	operate	the	machine	they	were

paying	for.	The	most	expensive	security	program	I	assessed	that	year	was,	functionally,	a	screensaver.

Here	is	the	uncomfortable	truth	that	room	taught	me,	and	that	this	chapter	is	built	around:	tools	do	not	pass	assessments.

People	pass	assessments.	A	SOC	full	of	equipment	nobody	can	run	is	not	a	security	program.	It	is	the	most	expensive

shelfware	in	the	building,	and	a	QSA	can	see	through	it	in	about	nine	minutes	—	the	time	it	takes	to	ask	one	analyst	to	show	you

one	thing.

Shelfware	doesn’t	fail	loudly.	It	fails	quietly,	every	day.

The	seduction	of	tooling	is	that	it	feels	like	progress.	A	purchase	order	is	a	decision	you	can	point	to.	A	logo	in	the	architecture

diagram	is	something	you	can	show	the	board.	When	the	budget	exists,	buying	the	platform	is	the	easy	part	—	and	the	part

everyone	celebrates.	Operating	it,	day	after	day,	with	trained	humans	who	understand	what	its	alerts	mean	and	what	to	do

when	one	fires,	is	the	hard	part,	the	boring	part,	and	the	part	that	actually	decides	whether	you	are	secure.

The	industry’s	own	breach	reports	have	said	the	same	thing	for	years:	most	breaches	trace	back	to	a	human	element	—

someone	who	clicked,	someone	who	misconfigured,	someone	who	didn’t	review	the	alert	that	the	expensive	tool	dutifully	raised.

The	reflex	in	our	profession	has	been	to	read	that	statistic	as	an	indictment	of	people.	People	are	the	weak	link.	Reduce	the

human	factor.	Automate	the	humans	out.	I	think	that	reading	is	exactly	backwards,	and	I	have	built	a	career	on	the	opposite

bet.

The	tools	in	that	bank	worked.	That	is	the	part	people	miss.	The	EDR	almost	certainly	had	logged	the	anomalies.	The	SIEM

almost	certainly	had	the	data.	The	failure	was	not	silicon.	The	failure	was	that	no	human	had	been	trained,	assigned,	or	held

accountable	to	look	—	so	the	most	sophisticated	detection	stack	money	can	buy	generated	perfect	evidence	of	problems	into	a

void	nobody	was	watching.

You	cannot	buy	your	way	out	of	that.	There	is	no	tier	of	license	that	includes	“someone	who	understands	it.”	Which	means	the

cheapest,	most	powerful	upgrade	available	to	most	programs	I	assess	is	not	a	product.	It	is	a	trained,	accountable	person	who

knows	why	the	control	exists	and	what	good	looks	like	when	it	runs.	That	person	is	worth	more	than	the	deception	grid.	They

are	the	control	the	deception	grid	was	pretending	to	be.

For	the	founders	and	small	teams	reading	this,	that	should	land	as	good	news,	because	it	is.	You	are	not	losing	the	security	race

to	the	multinational	with	the	glass	wall.	In	a	meaningful	sense	you	are	ahead	of	it.	A	four-person	fintech	in	Bogotá	where	every

engineer	can	explain,	from	memory,	how	cardholder	data	moves	through	their	system	and	what	would	page	them	at	3	a.m.	is	in

a	stronger	position	than	the	bank	—	because	their	controls	have	operators.	Size	buys	tools.	It	does	not	buy	understanding.

Understanding	is	the	thing.

The	standard	stopped	pretending	people	are	an	afterthought

For	most	of	PCI’s	history,	you	could	read	the	Data	Security	Standard	as	a	list	of	technologies	and	configurations	and	treat	the

humans	as	an	implementation	detail.	Version	4.0	closed	that	door,	and	in	2026,	under	v4.0.1,	it	is	firmly	shut.



Walk	the	standard	now	and	you	find	the	same	sentence	stamped	near	the	top	of	almost	every	requirement	—	the	“X.1.2”

requirements,	running	through	Requirements	1	to	11:	the	roles	and	responsibilities	for	performing	the	activities	in	this

requirement	are	documented,	assigned,	and	understood.	Requirement	12	carries	the	same	idea	through	its	own	door	—	12.1.3,

which	says	your	security	policy	must	define	information-security	responsibilities	for	all	personnel,	and	12.1.4,	which	says

responsibility	for	information	security	has	to	be	formally	assigned	to	a	Chief	Information	Security	Officer	or	an	equivalent

member	of	executive	leadership.	A	named	human.	Not	“the	security	team.”	A	person	with	a	chair	and	a	title	who	owns	it.

Notice	what	the	standard	did	there.	It	took	the	thing	our	profession	likes	to	treat	as	soft	—	people,	roles,	accountability	—	and

made	it	a	testable	requirement	sitting	on	top	of	every	technical	control	in	the	book.	The	firewall	rules	in	Requirement	1	are	not

enough;	someone	must	be	documented	and	assigned	to	own	them.	The	same	for	cryptography,	for	patching,	for	access,	for

logging.	The	council	looked	at	a	decade	of	breaches	behind	clean	reports	and	drew	the	obvious	conclusion:	a	control	with	no

owner	is	a	control	that	will	rot,	because	controls	do	not	maintain	themselves.	People	maintain	them.	So	the	standard	now	asks,

requirement	by	requirement,	who?

And	here	is	the	word	that	does	all	the	work,	the	one	organizations	underestimate	every	single	time:	understood.

Documented	is	easy.	You	can	buy	a	policy	template,	fill	in	your	logo,	and	have	documented	roles	by	lunch.	Assigned	is	easy	too

—	a	name	in	a	cell	of	a	spreadsheet.	But	understood	cannot	be	faked	with	paperwork,	because	the	standard	lets	your	QSA	test	it

the	only	way	it	can	be	tested:	by	walking	over	to	the	person	whose	name	is	in	that	cell	and	asking	them	to	explain	their	own

responsibility,	in	their	own	words,	while	I	watch	their	face.

That	is	the	moment	the	whole	edifice	of	theater	collapses.	I	have	stood	in	front	of	beautifully	maintained	role	documentation

and	asked	the	engineer	it	named	to	tell	me	what	he	was	responsible	for,	and	watched	him	have	no	idea	the	document	existed.

Documented:	yes.	Assigned:	technically.	Understood:	no.	And	“no”	is	a	finding,	no	matter	how	good	the	binder	looks.

Training	that	isn’t	theater	(and	the	records	that	prove	it)

The	home	of	the	human	factor	in	the	standard	is	Requirement	12.6,	the	security	awareness	program	—	and	like	everything	in

v4.0.1,	it	has	teeth	now	that	it	didn’t	used	to.

The	shape	of	it	is	straightforward,	which	is	why	people	are	surprised	when	they	fail	it.	You	need	a	formal,	documented	security

awareness	program	(12.6.1)	—	a	real	program	description,	not	a	sign-up	sheet	and	a	good	intention.	You	have	to	review	and

update	that	program	at	least	once	every	twelve	months	(12.6.2)	so	it	reflects	threats	that	actually	exist	this	year,	not	the	ones	a

slide	deck	warned	about	in	2019.	And	every	person	gets	trained	at	hire	and	at	least	once	every	twelve	months	(12.6.3),

acknowledging	in	writing,	on	that	same	annual	cadence,	that	they	have	read	and	understood	your	security	policies.

Two	of	those	—	the	annual	program	review	and	the	formal	acknowledgment	cycle	—	were	the	kind	of	thing	organizations	used

to	do	informally,	or	not	at	all,	and	skate	past.	Under	v4.0.1	they	are	mandatory,	and	a	QSA	checks	the	program’s	review	date

the	way	you’d	check	a	fire	extinguisher’s	tag.

Then	there	is	the	content,	where	the	standard	got	specific	in	a	way	that	closes	the	laziest	loophole.	Generic	“don’t	share	your

password”	e-learning	no	longer	clears	the	bar.	Requirement	12.6.3.1	now	demands	that	your	training	raise	awareness	of	the

threats	that	could	actually	compromise	cardholder	data	—	naming	phishing	and	social	engineering	directly	—	and	12.6.3.2

requires	you	to	cover	acceptable	use	of	the	end-user	technologies	your	people	physically	touch:	the	payment	terminals,	the

tablets,	the	laptops,	the	personal	phones.	The	council	named	phishing	and	social	engineering	on	purpose,	because	they	are	the

front	door	of	most	real	compromises.	A	training	program	that	doesn’t	address	how	your	people	could	plausibly	be	tricked	into

handing	over	access	is	no	longer	a	defensible	program.

Now	the	part	teams	forget	until	the	assessment,	and	the	part	that	turns	this	from	a	philosophy	into	a	pass-or-fail:	the	records

are	the	control,	and	they	expire.	A	QSA	does	not	grade	your	training	program	on	whether	it	exists	in	principle.	I	ask	for	the

completion	records,	by	name	and	by	date,	and	I	check	them	against	your	personnel	list.	The	clock	runs	per	person	from	their

own	hire	or	training	date	—	not	a	tidy	calendar	year	for	everyone	—	so	a	single	employee	whose	annual	training	lapsed	by	a

month	is	an	exception	I	have	to	write	up.	If	you	run	phishing	simulations,	I	will	ask	for	the	results	and,	more	pointedly,	what	you

did	about	the	people	who	clicked.	A	simulation	with	no	follow-up	is	data	you	collected	and	then	ignored,	which	is	the	SOC’s

glass	wall	in	miniature.

One	more	cadence	belongs	here,	because	service	providers	carry	a	heavier	version	of	all	this.	If	you	are	a	processor,	a	gateway,

a	call	center	handling	cards	on	someone	else’s	behalf,	Requirement	12.4	makes	executive	management	formally	responsible	for

the	compliance	program,	and	12.4.2	requires	you	to	review	—	at	least	once	every	three	months	—	that	your	personnel	are

actually	performing	their	security	duties	according	to	your	own	policies	and	procedures.	Quarterly.	In	writing.	And	unlike	many

v4.0	additions,	this	one	never	had	a	grace	period.	The	standard	is	telling	service	providers,	in	plain	language,	that	assigning	a

responsibility	once	a	year	is	not	enough;	you	have	to	check,	four	times	a	year,	that	the	humans	are	doing	the	human	work.

Because	they	drift.	Everyone	drifts.	The	quarterly	review	is	how	you	catch	the	drift	before	your	QSA	does.



Why	people	are	the	strongest	link	—	said	plainly

The	cliché	that	“people	are	the	weakest	link	in	security”	is	repeated	so	often	that	it	has	stopped	sounding	like	a	claim	and

started	sounding	like	a	law	of	nature.	I	want	to	argue	against	it	directly,	because	for	PCI	DSS	specifically	it	is	not	just	wrong,	it

is	backwards,	and	believing	it	leads	organizations	to	spend	money	in	exactly	the	wrong	place.

Think	about	what	every	control	in	this	book	actually	requires	to	keep	working.	Scope	has	to	be	re-confirmed	by	someone	who

walks	the	data	flows	and	refuses	to	take	last	year’s	diagram	on	faith.	Deletion	happens	because	a	person	built	the	retention	job

and	another	person	verifies	it	ran.	Segmentation	holds	because	an	engineer	reviews	the	rules	and	pushes	back	when	someone

asks	for	a	convenient	exception.	MFA	stays	on	because	an	administrator	refuses	to	disable	it	to	fix	a	deployment	script	at	2	a.m.

Every	single	control	in	PCI	DSS	is,	at	the	moment	it	matters,	a	decision	a	human	makes	when	no	one	is	watching	and	the	easy

path	is	to	cut	the	corner.

A	tool	cannot	make	that	decision	for	you.	A	tool	can	enforce	a	decision	you	already	made,	and	that	is	genuinely	valuable	—	but

the	decision,	and	the	judgment	about	when	the	tool	is	lying	or	misconfigured	or	being	routed	around,	lives	in	a	person.	This	is

why	the	trained	team	beats	the	tooled-up	one.	The	bank	with	the	glass	wall	had	bought	every	enforcement	mechanism	on	the

market	and	retained	nobody	who	could	make,	or	even	recognize,	the	underlying	decisions.	They	had	outsourced	their	judgment

to	vendors	and	then	let	the	vendors	leave.	The	four-person	fintech	had	no	deception	grid	and	didn’t	need	one,	because	its

judgment	was	in	the	building,	in	people	who	understood	the	system	well	enough	to	feel	it	when	something	was	wrong.

That	is	what	“people	are	the	strongest	link”	means	in	practice.	Not	a	motivational	poster.	A	literal	claim	about	where	the	load-

bearing	judgment	of	your	security	program	lives.	It	lives	in	humans,	and	the	only	question	is	whether	you	have	invested	in	those

humans	or	apologized	for	them.	The	organizations	that	treat	their	people	as	a	liability	to	be	minimized	end	up	with	glass	walls

and	screensavers.	The	ones	that	treat	their	people	as	the	control	—	and	train,	document,	assign,	and	genuinely	back	them	—

end	up	with	programs	that	survive	contact	with	reality,	and	with	a	QSA.

The	QSA’s	Eye

Here	is	what	I	am	actually	doing	during	the	part	of	the	assessment	that	decides	this	chapter,	and	why	the	tools-heavy	programs

dread	it	without	knowing	why.

I	am	not	reading	your	documentation.	I	read	it	before	I	arrived.	By	the	time	I	am	on	site,	I	am	interviewing	—	and	I	am

interviewing	the	people	whose	names	are	in	your	role	documents,	not	the	people	you’d	like	me	to	talk	to.	I	will	ask	the	junior

analyst,	not	the	CISO,	to	show	me	how	a	control	runs,	because	the	CISO	can	describe	the	program	and	the	analyst	has	to

operate	it.	“Show	me,	don’t	tell	me”	is	the	whole	technique.	I	ask	the	person	to	pull	up	the	actual	console,	run	the	actual	review,

point	to	the	actual	evidence.	What	I	am	testing	is	the	third	word	—	understood	—	and	you	cannot	coach	understood	into

someone	in	the	hallway	five	minutes	before.

The	tell	is	unmistakable	once	you’ve	seen	it	a	hundred	times.	A	real	program’s	people	are	a	little	bored	by	my	questions,

because	the	answers	are	just	their	job.	They	open	the	right	console	on	the	first	try.	They	know	where	the	evidence	lives	because

they	generate	it	every	week.	A	theater	program’s	people	are	nervous,	route	me	to	a	teammate,	reach	for	the	vendor,	or	recite	a

sentence	from	the	policy	that	they	clearly	don’t	connect	to	anything	they	actually	do.	The	binder	is	identical	in	both.	The

humans	are	not,	and	the	humans	are	the	evidence.

QSA	Takeaway

Tools	are	not	evidence	of	security;	operated	tools	are.	Expect	your	QSA	to	ask	the	person	on	shift	to	run	the

control	live.	If	the	answer	is	“the	vendor	does	that,”	you	have	shelfware,	and	shelfware	is	a	finding	waiting	to

happen.

“Documented,	assigned,	and	understood”	is	three	tests,	not	one.	You	will	likely	pass	the	first	two	on	paper

and	fail	the	third	in	an	interview.	The	fix	is	not	better	documentation	—	it	is	people	who	can	explain	their	own

responsibility	without	reading	it.

Name	a	human	(12.1.4).	Information-security	responsibility	must	sit	with	a	specific	CISO-equivalent	executive,

and	roles	must	be	defined	for	all	personnel	(12.1.3).	“The	team”	is	not	an	owner.

Training	records	expire,	per	person,	on	a	rolling	clock.	Keep	completion	records	by	name	and	date,	prove

the	annual	program	review	(12.6.2),	and	make	sure	the	content	actually	covers	phishing	and	social	engineering

(12.6.3.1)	and	acceptable	use	of	end-user	tech	(12.6.3.2).	One	lapsed	employee	is	one	exception.

Service	providers:	prove	the	quarterly	check	(12.4.2).	Assigning	duties	once	a	year	isn’t	enough.	Show	the

every-three-months	review	that	your	people	are	doing	the	work	—	there’s	no	grace	period	on	it.

The	cheapest	control	upgrade	is	a	trained	person.	Before	approving	the	next	platform,	ask	whether	anyone

in	the	building	can	operate	the	last	one.



Back	to	basics

Strip	this	chapter	down	and	it	is	the	fourth	pillar	of	the	whole	book	stated	without	apology:	the	human	factor	is	not	a

weakness	to	manage	—	it	is	the	control	everything	else	depends	on.

It	is	worth	seeing	how	the	pillar	ties	the	other	three	together,	because	that	is	the	real	argument.	Asset	visibility	is	a	person

walking	the	environment	and	refusing	to	trust	a	stale	diagram.	Data	minimization	is	a	person	with	the	discipline	to	delete

what	the	business	doesn’t	need.	Operational	continuity	is	a	person	running	the	control	every	week	instead	of	every	audit.

None	of	the	first	three	pillars	happen	on	their	own;	each	one	is	a	human,	trained	and	accountable,	doing	the	unglamorous	thing

on	the	unglamorous	day.	The	fourth	pillar	is	not	one	more	item	on	the	list.	It	is	the	engine	under	the	other	three.

The	bank	with	the	glass	wall	had	everything	except	that	engine.	They	had	asset-discovery	tools	and	didn’t	know	their	scope.

They	had	data-loss	prevention	and	hoarded	everything.	They	had	a	SIEM	and	reviewed	nothing.	Every	pillar	was	present	in	a

box	on	a	shelf,	and	absent	in	any	human	who	could	carry	it.	That	is	what	“more	is	not	secure”	finally	means:	more	tools,	more

cloud,	more	budget,	all	of	it	amounts	to	a	screensaver	until	a	trained	person	stands	behind	it	and	makes	it	real.

So	spend	on	the	people.	Train	them	past	the	compliance	minimum,	document	what	they	own,	assign	it	to	them	by	name,	and

then	—	the	part	that’s	actually	hard	—	trust	them	and	back	them	when	they	push	against	a	convenient	corner-cut.	Do	that	and

the	program	runs	itself,	because	the	controls	have	operators.	Skip	it,	buy	the	glass	wall	instead,	and	no	amount	of	equipment

will	save	you,	because	the	most	expensive	security	stack	in	the	world	is	worth	exactly	nothing	the	moment	everyone	who

understood	it	walks	out	the	door.

The	next	chapter	is	where	this	gets	concrete	and	a	little	tragic.	Because	the	worst	version	of	the	glass	wall	isn’t	the	tool	nobody

could	run.	It’s	the	tool	that	worked	—	that	caught	the	breach,	raised	the	alert,	did	its	one	job	perfectly	—	and	got	dismissed	by	a

tired	human	as	noise.	Logging,	Monitoring,	and	the	Noise	Trap	is	the	story	of	detection	that	fired,	and	the	person	who

waved	it	away.



Chapter	7	—	Logging,	Monitoring	&	the	Noise	Trap

A	petabyte	of	unreviewed	logs	is	expensive	digital	trash.

The	alert	fired	at	3:11	a.m.	The	tool	did	exactly	what	it	was	bought	to	do.

A	correlation	rule	on	the	SIEM	caught	a	service	account	—	one	that	existed	only	to	run	nightly	database	backups	—	opening	an

interactive	session	from	a	host	it	had	never	touched,	then	pulling	a	volume	of	records	that	didn’t	match	any	backup	window.

The	rule	was	well-written.	It	scored	the	event	high.	It	pushed	a	ticket	into	the	queue	with	a	red	banner	and	a	timestamp.

A	human	saw	it.	That’s	the	part	people	get	wrong	about	this	story.	This	was	not	a	blind	spot,	not	a	coverage	gap,	not	a	tool

nobody	could	run.	The	night-shift	analyst	opened	the	ticket	at	3:24	a.m.,	read	it,	recognized	the	rule	by	name,	and	closed	it.

Disposition,	one	word,	typed	into	the	field	a	thousand	times	before:	noise.

He	wasn’t	lazy	and	he	wasn’t	stupid.	That	same	rule	had	fired	nine	hundred	times	in	the	previous	quarter,	and	nine	hundred

times	it	had	been	a	misconfigured	backup	job	tripping	its	own	threshold.	The	team	had	a	name	for	it.	They	joked	about	it.	The

rule	had	cried	wolf	so	reliably	for	so	long	that	closing	it	unread	had	become	muscle	memory	—	the	only	rational	response	to	a

queue	that	produced	four	thousand	alerts	a	day	and	gave	one	analyst	eight	hours	to	clear	them.

The	nine-hundred-and-first	was	the	wolf.

Thirty-four	days	later,	a	card	brand	called	about	a	common	point	of	purchase.	The	forensics	firm	walked	the	timeline	backward

and	arrived,	eventually,	at	a	ticket.	It	was	already	closed.	It	had	been	closed	for	five	weeks.	In	the	disposition	field,	in	the

analyst’s	own	hand,	was	the	autopsy:	noise.

The	detection	worked.	The	investment	worked.	The	most	expensive	thing	in	that	building	did	its	one	job	at	3:11	in	the	morning

and	a	tired	person,	drowning	in	false	alarms	the	team	had	chosen	to	tolerate,	swept	the	real	one	into	the	trash	with	the	other

nine	hundred.	That	is	the	noise	trap,	and	it	has	cost	more	cardholder	data	than	any	zero-day	I’ve	ever	seen.

Collection	is	not	monitoring

Walk	into	almost	any	company	preparing	for	an	assessment	and	ask	to	see	their	logging,	and	they’ll	show	you	storage.	A	SIEM

with	a	license	measured	in	events	per	second.	A	retention	policy	in	months.	A	dashboard	with	a	number	on	it	so	large	it	has	its

own	unit.	They	are	proud	of	the	number.	The	number	is	the	problem.

Collecting	logs	and	monitoring	logs	are	different	activities,	and	only	one	of	them	is	hard.	Collection	is	a	procurement	decision	—

you	sign	a	contract,	point	your	sources	at	a	collector,	and	watch	the	volume	climb.	Monitoring	is	a	daily	human	discipline	that

no	contract	can	buy.	The	gap	between	the	two	is	where	breaches	live.

A	petabyte	of	logs	nobody	reviews	is	not	security.	It	is	expensive	digital	trash	with	a	search	bar.	It	will	help	the	forensics	firm

reconstruct	exactly	how	you	were	robbed,	months	after	the	fact,	which	is	genuinely	useful	to	everyone	except	you.	What	it	will

not	do	is	the	thing	you	bought	it	for:	tell	someone,	in	time	to	matter,	that	the	robbery	is	in	progress.

I	have	watched	a	Bogotá	processor	with	a	beautiful,	well-fed	SIEM	fail	an	assessment	because	no	human	had	logged	into	the

console	in	five	months.	The	pipeline	was	perfect.	The	retention	was	compliant.	The	review	was	fiction.	They	had	built	a	flawless

machine	for	recording	their	own	undoing	and	called	it	monitoring,	and	when	I	asked	the	analyst	to	show	me	the	last	anomaly

anyone	had	investigated,	the	room	went	quiet	in	the	specific	way	that	tells	you	the	answer	is	none.

Here	is	the	uncomfortable	arithmetic.	Every	log	source	you	add	raises	your	collection	number	and	your	false-positive	count	at

the	same	time.	Add	enough	sources	without	tuning,	and	you	don’t	get	more	visibility	—	you	get	more	noise,	until	the	signal	you

paid	for	is	buried	under	the	signals	you	didn’t.	Past	a	certain	volume,	an	untuned	SIEM	doesn’t	improve	detection.	It	actively

degrades	it,	by	training	your	analysts	to	distrust	their	own	alerts.	The	night-shift	analyst	who	closed	the	3:11	ticket	wasn’t

fighting	the	tool.	He	was	a	casualty	of	it.

What	the	standard	demands	now	—	and	the	cruel	joke	inside	it

Requirement	10	is	the	part	of	PCI	DSS	that	survives	the	marketing.	It	does	not	care	how	many	events	per	second	you	ingest.	It

cares	about	a	chain	of	specific,	testable	acts.

It	starts	with	capture.	The	standard	names	the	events	that	must	be	logged	and	is	not	interested	in	your	opinion	about	which

matter:	every	individual	access	to	cardholder	data,	every	action	taken	by	anyone	with	administrative	rights,	every	access	to	the

audit	logs	themselves,	every	invalid	login	attempt,	every	change	to	an	account	or	credential,	and	—	the	one	teams	forget	—

every	time	logging	is	started,	stopped,	or	paused.	That	last	category	exists	because	the	first	thing	a	competent	intruder	does	is



reach	for	the	light	switch.	If	your	logs	can	be	turned	off	without	anyone	hearing	about	it,	you	don’t	have	logs.	You	have	a

courtesy	to	your	attacker.

Then	comes	review,	and	this	is	where	v4.0.1	set	a	trap	that	catches	good	teams	as	often	as	bad	ones.	The	standard	splits	review

into	two	cadences.	The	logs	that	actually	matter	—	security	events,	every	component	that	stores,	processes,	or	transmits

cardholder	data,	every	critical	system,	every	device	performing	a	security	function	—	must	be	reviewed	at	least	once	a	day.

Everything	else	gets	reviewed	on	a	schedule	your	targeted	risk	analysis	justifies,	and	a	risk	analysis	that	lands	on	“once	a	year”

for	that	bucket	will	not	survive	thirty	seconds	of	contact	with	a	QSA.

Daily.	Not	on	audit	week.	Not	when	someone	remembers.	Every	day,	including	the	ones	where	nothing	seems	wrong,	because

the	day	nothing	seems	wrong	is	the	day	the	wolf	walks	in	wearing	a	backup	account.

And	here	is	the	cruel	joke.	As	of	March	31,	2025	—	fully	in	force	now,	no	grace	period	left	—	the	standard	requires	that	audit-

log	review	be	performed	by	automated	mechanisms.	Manual	eyeballing	of	a	day’s	logs	no	longer	satisfies	the	requirement,

and	for	once	the	Council	is	being	honest	about	reality:	no	human	can	read	modern	log	volume	by	hand,	and	pretending

otherwise	was	always	theater.

But	read	what	that	requirement	actually	is.	The	standard	now	mandates	the	SIEM	that	produced	the	four	thousand	alerts	that

buried	the	3:11	ticket.	The	control	written	to	save	you	from	drowning	is	the	same	control	that,	configured	by	someone	in	a

hurry	and	never	tuned	again,	does	the	drowning.	Automation	is	not	the	answer	to	the	noise	trap.	Automation	is	the	noise	trap,

until	a	human	makes	it	otherwise.	The	requirement	gets	you	the	machine.	It	does	not	get	you	the	discipline,	and	the	discipline	is

the	entire	job.

Escaping	the	trap	is	a	discipline,	not	a	purchase

If	the	SIEM	is	mandatory	and	the	SIEM	is	the	problem,	the	work	is	no	longer	“do	we	have	monitoring.”	It’s	“is	our	monitoring

tuned	by	someone	who	understands	our	environment.”	That	work	has	a	shape,	and	I	have	watched	the	same	handful	of	moves

separate	the	teams	who	detect	from	the	teams	who	collect.

Define	normal	before	you	hunt	for	abnormal.	A	SIEM	out	of	the	box	does	not	know	that	your	nightly	backup	account	is	supposed

to	move	a	million	records	at	2	a.m.,	so	it	screams	every	night,	and	your	team	learns	to	stop	listening.	Every	false	positive	you

tolerate	is	a	small	deposit	into	the	account	that	will	one	day	pay	for	your	breach.	Tuning	out	the	backup-job	alarm	isn’t	laziness

—	it’s	the	highest-value	security	work	in	the	building,	because	it’s	what	lets	the	3:11	alert	be	the	only	thing	on	the	screen	that

night.

Give	every	alert	an	owner	and	a	runbook.	An	alert	that	routes	to	a	shared	mailbox	nobody	owns	is	not	a	control;	it’s	a	message

in	a	bottle.	When	the	real	one	fires,	the	question	can’t	be	“is	this	noise?”	—	the	question	has	to	be	“what	does	the	runbook	say

to	do	with	this	exact	alert,”	answerable	by	whoever	is	on	shift	at	3	a.m.	without	waking	a	director.	Ownership	is	what	turns	a

notification	into	a	response.

Keep	cardholder	data	out	of	the	logs	entirely.	I	have	stood	in	a	Mexican	call	center	and	watched	full	Primary	Account	Numbers

scroll	across	a	log	aggregator	in	cleartext,	because	a	developer	thought	logging	the	whole	transaction	object	would	help	with

debugging.	It	helped.	It	also	turned	the	logging	platform	—	the	one	system	explicitly	built	to	be	readable	by	everyone	in

operations	—	into	the	softest	copy	of	the	cardholder	data	environment	in	the	company.	You	never	log	a	full	PAN,	and	you	never,

under	any	circumstances,	log	sensitive	authentication	data.	Mask	it,	truncate	it,	or	don’t	write	it.	The	cheapest	log	to	protect	is

the	one	with	nothing	worth	stealing	in	it,	which	is	the	same	lesson	Chapter	3	taught	about	every	other	place	data	hides.

None	of	these	moves	is	a	product.	You	cannot	buy	your	way	out	of	the	noise	trap,	which	is	precisely	why	the	companies	with	the

biggest	budgets	fall	into	it	the	hardest.	They	bought	the	machine	and	skipped	the	discipline,	because	the	machine	had	a	sales

rep	and	the	discipline	didn’t.

The	two	failures	nobody	is	watching

Two	more	things	hide	in	Requirement	10,	and	both	are	the	kind	of	gap	that	doesn’t	show	up	until	the	worst	possible	moment.

The	first	is	the	integrity	of	the	logs	themselves.	An	intruder	who	reaches	your	environment	knows	the	logs	are	the	story	of	what

they	did,	so	they	edit	the	story.	The	standard	requires	that	audit	logs	be	protected	from	tampering	—	read-only	to	the	people

who	generate	them,	monitored	for	unauthorized	change,	ideally	shipped	off	the	originating	system	to	a	place	the	attacker	on

that	system	can’t	reach.	If	your	logs	live	only	on	the	box	that	produced	them,	then	the	moment	that	box	is	owned,	your	evidence

belongs	to	whoever	owns	it.	Centralize	them	somewhere	the	compromised	host	can	write	to	but	never	rewrite.

The	second	is	newer	and	meaner,	and	it	closes	a	hole	that	swallowed	entire	breaches	under	the	old	standard.	As	of	March	31,

2025,	applying	now	to	every	entity,	you	must	detect,	alert	on,	and	promptly	fix	failures	of	your	critical	security	controls	—

and	the	standard	was	explicit	that	this	includes	the	audit-logging	mechanism	itself.	Read	that	twice.	It	is	no	longer	enough	to

monitor	your	environment.	You	must	monitor	your	monitoring.	The	breach	you	cannot	see	because	your	log	collector	silently



died	last	Tuesday	is	now	your	finding,	not	your	bad	luck.	The	sensor	going	dark	is	an	incident.	If	nobody	noticed	the	lights	went

out,	the	QSA	will,	and	the	question	they’ll	ask	is	the	one	with	no	good	answer:	how	long	were	you	blind,	and	what	happened

while	you	were?

I	sat	with	a	São	Paulo	fintech	that	learned	this	the	expensive	way,	before	the	requirement	made	it	mandatory.	A	forwarding

agent	on	a	cluster	of	payment	servers	had	stopped	shipping	logs	after	a	routine	update	changed	a	config	path.	No	error,	no

alert	—	the	logs	simply	stopped	arriving	at	the	SIEM,	and	the	SIEM,	seeing	nothing,	reported	nothing	wrong.	Quiet	is	not	the

same	as	safe,	but	on	a	dashboard	they	look	identical.	Forty-one	days	of	the	busiest	servers	in	the	company	went	unrecorded

before	anyone	noticed,	and	the	only	reason	anyone	did	was	that	a	quarterly	reconciliation	found	the	gap.	Nothing	bad	happened

in	those	forty-one	days,	as	far	as	anyone	could	ever	prove	—	which	is	precisely	the	problem,	because	“as	far	as	anyone	could

ever	prove”	is	doing	all	the	work	in	that	sentence.	Under	the	standard	as	it	stands	today,	that	silence	is	no	longer	survivable.

You	alert	on	the	absence	of	logs	as	loudly	as	you	alert	on	the	worst	thing	in	them.

Underneath	all	of	it	sits	retention,	the	quiet	arithmetic	that	makes	any	of	it	provable.	You	keep	at	least	twelve	months	of	log

history,	with	the	most	recent	three	months	immediately	available	for	analysis.	The	twelve	months	exist	so	an	investigation	can

reach	back	far	enough	to	find	the	real	beginning	—	which,	in	the	3:11	story,	was	five	weeks	before	anyone	knew	to	look.	The

three-months-live	exist	so	that	when	the	call	comes,	you	are	pulling	evidence,	not	filing	a	request	with	a	backup	vendor	and

waiting.

One	more	piece	makes	that	history	usable,	and	almost	everyone	treats	it	as	a	footnote	until	the	day	it	isn’t:	your	clocks	have	to

agree.	The	standard	requires	synchronized	time	across	every	system,	and	the	reason	is	the	3:11	story	in	reverse.	When	the

forensics	firm	walks	a	breach	backward,	they	are	stitching	one	timeline	out	of	dozens	of	separate	logs	—	the	firewall’s,	the

database’s,	the	application’s,	the	authentication	server’s.	If	those	systems	disagree	about	what	time	it	is,	the	events	refuse	to

line	up,	the	sequence	dissolves,	and	“the	service	account	logged	in,	then	pulled	the	records,	then	opened	the	outbound	channel”

becomes	an	unsolvable	jumble	of	timestamps	that	point	at	each	other.	A	few	minutes	of	clock	drift	across	your	environment	can

turn	a	clean	reconstruction	into	a	forensic	guess.	Sync	everything	to	a	common	time	source,	restrict	who	can	change	it,	and	you

never	think	about	it	again	—	which	is	exactly	the	point.

The	QSA’s	Eye

I	do	not	want	to	see	your	dashboard.	Every	assessor	learns	early	that	the	dashboard	is	the	easiest	thing	in	the	building	to	make

impressive	and	the	least	connected	to	whether	anyone	is	actually	watching.	A	glowing	wall	of	threat	maps	tells	me	you	have	a

budget.	It	tells	me	nothing	about	whether	you	have	a	program.

So	I	ask	the	analyst,	not	the	architect.	I’ll	sit	next	to	whoever	is	on	shift	and	say:	pull	up	the	last	anomaly	your	tools	flagged,	and

walk	me	through	what	you	did	about	it.	I’m	watching	for	whether	they	can	do	it	without	a	vendor	on	the	phone,	whether	there’s

a	ticket	with	a	real	human	disposition	and	not	a	one-word	dismissal,	and	whether	the	runbook	they	followed	exists	outside	their

memory.	I	am,	in	other	words,	testing	the	exact	moment	the	3:11	story	failed.

Then	I	ask	for	the	boring	proof.	Show	me	daily	review	actually	happened	—	not	the	policy	that	says	it	should,	the	records	that

say	it	did,	with	names	and	dates	and	dispositions	across	the	year.	Show	me	an	anomaly	you	caught	and	what	addressing	it

looked	like,	because	catching	one	and	ignoring	it	is	worse	than	not	catching	it;	it	means	the	machine	worked	and	the	program

didn’t.	Show	me	that	logging	never	silently	failed	—	and	if	it	did,	show	me	that	you	knew	within	hours	and	not	at	the

assessment.	Show	me	twelve	months	of	history	and	pull	three	months	of	it	live,	right	now,	while	I	watch	the	clock.

And	if	I	find	a	SIEM	screaming	four	thousand	times	a	day	into	a	queue	one	exhausted	person	clears	in	a	shift,	I	don’t	write

“monitoring:	present.”	I	write	the	truth,	which	is	that	you	have	built	an	instrument	perfectly	tuned	to	ensure	the	one	alert	that

matters	will	be	missed.	That	is	not	a	passing	control.	That	is	the	3:11	ticket	waiting	to	be	typed.

QSA	Takeaway

Your	SIEM	is	not	your	evidence.	Your	review	records	are.	An	assessor	will	sit	beside	your	night-shift	analyst	and	ask

them	to	pull	a	real	anomaly	and	walk	it	end	to	end	—	so	the	things	that	pass	are	a	tuned	alert	pipeline	with	few

enough	false	positives	that	humans	still	trust	it,	an	owner	and	a	runbook	behind	every	critical	alert,	masked	PAN	and

zero	SAD	in	the	logs,	twelve	months	of	retention	with	three	months	live,	proof	that	logging	never	went	dark	unnoticed

(10.7.2),	and	a	year	of	dated,	dispositioned	daily-review	records	(10.4.1,	automated	per	10.4.1.1)	showing	that

anomalies	were	not	just	detected	but	addressed	(10.4.3).	The	fastest	way	to	fail	this	requirement	is	to	spend	a	fortune

collecting	logs	nobody	reads.

Back	to	basics

Logging	is	where	two	of	the	four	pillars	stop	being	slogans	and	start	being	a	3	a.m.	decision.



It	is	Operational	Continuity	in	its	purest	form.	A	log	reviewed	only	on	audit	week	isn’t	a	control	—	it’s	a	prop.	Detection	is	a

thing	you	do	every	single	day	or	a	thing	you	don’t	really	do	at	all,	because	the	breach	does	not	schedule	itself	around	your

assessment	calendar.	Under	v4.0.1,	the	standard	finally	agrees:	it	wants	a	year	of	daily	review	you	actually	performed,	and	a

wall	of	stored	logs	you	never	opened	now	reads	as	exactly	the	theater	it	always	was.

And	it	is	The	Human	Factor,	again,	deciding	everything.	The	3:11	story	has	no	villain.	It	has	a	good	tool,	a	competent	analyst,

and	a	queue	so	polluted	with	false	alarms	that	the	right	answer	became	invisible.	The	machine	detected	the	breach.	A	human,

failed	by	an	untuned	system	nobody	had	invested	the	discipline	to	fix,	dismissed	it.	Every	technical	fix	in	this	chapter	—	the

tuning,	the	ownership,	the	runbooks,	the	masked	logs	—	exists	for	one	reason:	to	make	sure	that	when	your	most	expensive

control	does	its	job	at	3:11	in	the	morning,	the	person	reading	the	alert	still	believes	it.

You	cannot	buy	that	belief.	You	earn	it,	one	tuned-out	false	positive	at	a	time,	until	the	only	thing	left	on	the	screen	at	3	a.m.	is

the	thing	that’s	actually	true.

That	daily	discipline	is	the	whole	game	—	and	it’s	also	the	thing	that	quietly	decides	your	next	assessment,	long	before	the	QSA

arrives.	Which	is	the	subject	of	the	next	chapter:	why	the	teams	who	scramble	two	weeks	before	the	audit	have	already	lost,

and	the	ones	who	treat	compliance	as	a	habit	instead	of	an	event	never	scramble	at	all.



Chapter	8	—	Continuous	Compliance	vs.	the	Annual	Panic

If	you	scramble	two	weeks	out,	your	program	already	failed.

The	call	came	in	March,	three	weeks	before	the	assessment	was	scheduled	to	start.	The	voice	on	the	other	end	belonged	to	a

security	manager	I’d	worked	with	for	years	—	sharp,	badly	overworked,	running	a	payments	platform	that	moved	real	money

for	real	merchants.	He	had	a	problem,	and	he	opened	with	the	part	that	scared	him.

His	QSA	—	not	me,	that	year	—	had	sent	the	evidence	request	list.	One	line	had	stopped	him	cold:	provide	the	network	security

control	ruleset	reviews	covering	the	full	assessment	period.

He	didn’t	have	them.	Not	one.	The	firewalls	had	run	fine	all	year.	Nobody	had	looked	at	the	rules	since	the	previous

assessment,	because	the	previous	assessment	was	the	only	time	anyone	ever	did.	The	review	was	a	thing	that	happened	to	the

company	once	a	year,	like	a	tax	audit,	not	a	thing	the	company	did.

So	his	team	did	what	panicked	teams	do.	They	opened	a	month	of	eighteen-hour	days	and	tried	to	manufacture	a	year	of	history

in	three	weeks.	They	reconstructed	“reviews”	from	memory.	They	backdated	tickets.	They	wrote	up	findings	for	firewall	rules

and	pretended	someone	had	signed	off	on	them	in	July,	and	in	September,	and	in	November.	They	built	a	paper	year	on	top	of	a

hollow	one.

The	QSA	found	the	seam	in	about	forty	minutes.	I’ll	come	back	to	how.	The	point	of	this	chapter	is	everything	that	happened

before	that	call	—	the	eleven	months	of	nothing	—	and	why,	under	PCI	DSS	v4.0.1,	those	eleven	months	are	the	assessment.

The	annual	scramble	used	to	be	survivable.	It	isn’t	anymore.	The	standard	finally	caught	up	to	the	thing	every	honest	assessor

already	knew:	a	control	you	can’t	prove	ran	all	year	is	a	control	that	didn’t	run.

The	photograph	and	the	security	footage

For	years,	an	assessment	was	a	photograph.	The	QSA	showed	up,	you	posed,	and	you	got	your	picture	taken.	Here’s	the	current

firewall	config.	Here’s	the	current	policy,	dated	last	week.	Here’s	a	clean	vulnerability	scan	we	ran	on	Tuesday	because	we

knew	you	were	coming.	Smile.	The	Report	on	Compliance	documented	a	single	instant	—	the	instant	the	assessor	happened	to

be	looking	—	and	everyone	agreed	to	treat	that	instant	as	if	it	described	the	whole	year.

It	never	did.	A	photograph	can’t	tell	you	whether	the	person	was	standing	up	straight	for	one	second	or	for	twelve	months.	And

the	gap	between	the	pose	and	the	year	is	exactly	where	breaches	live.

PCI	DSS	v4.0.1	changed	the	medium.	The	assessment	is	no	longer	a	photograph.	It’s	security-camera	footage,	and	the	QSA

wants	the	whole	reel.	The	requirements	that	used	to	ask	is	this	control	in	place	now	ask	prove	this	control	operated,	on	its

required	cadence,	across	the	entire	period	since	your	last	assessment.	That	shift	is	the	single	most	important	thing	to

understand	about	operating	under	the	current	standard,	and	it’s	the	reason	this	chapter	exists.

The	mechanism	is	the	evidence	itself.	A	modern	assessment	expects	roughly	twelve	months	of	operational	proof	—	logs

reviewed	on	the	days	they	were	supposed	to	be	reviewed,	scans	run	in	the	quarters	they	were	supposed	to	be	run,	access

certifications	completed	on	schedule,	ruleset	reviews	performed	and	dated	when	they	actually	happened.	You	cannot

photograph	footage	into	existence.	You	either	ran	the	camera	or	you	didn’t.

This	is	why	the	standard	now	leans	so	hard	on	what	it	calls	business	as	usual.	The	idea	isn’t	new	—	good	operators	have	always

run	security	as	an	ongoing	practice	—	but	v4.0.1	stopped	treating	it	as	a	nice-to-have	and	started	treating	it	as	the	evidentiary

backbone	of	the	whole	assessment.	The	requirements	that	became	effective	in	March	2025	are	loaded	with	recurring

obligations:	configurations	of	network	security	controls	reviewed	at	least	once	every	six	months,	user	accounts	and	access

privileges	reviewed	at	least	once	every	six	months,	audit	logs	reviewed	daily,	internal	and	external	vulnerability	scans	every

three	months,	penetration	tests	and	scope	confirmations	and	awareness	training	at	least	once	every	twelve	months.	Each	of

those	is	a	frame	in	the	footage.	Miss	a	stretch	of	frames	and	the	gap	shows.

So	the	question	that	organizes	everything	below	is	brutally	simple.	Not	can	we	look	compliant	the	week	the	QSA	arrives.	The

question	is:	on	any	random	Tuesday	in	the	middle	of	the	year,	with	no	assessment	in	sight,	were	the	controls	actually

running	—	and	did	running	them	leave	a	trail?

What	“business	as	usual”	actually	means

Business	as	usual	gets	talked	about	like	a	posture	or	a	mindset.	It	isn’t.	It’s	a	mechanical	property	of	how	your	controls	are

wired	into	operations,	and	you	can	test	for	it	with	one	question:	if	you	fired	the	entire	compliance	team	tomorrow,	which

controls	would	keep	running?



The	ones	that	keep	running	are	BAU.	They’re	embedded	in	the	work	—	in	someone’s	job	description,	on	a	recurring	calendar

invite,	inside	a	ticketing	workflow,	baked	into	a	pipeline.	They	generate	evidence	as	a	byproduct	of	being	done,	the	way	an

engine	generates	exhaust.	Nobody	sits	down	to	“produce	evidence”	for	them;	the	evidence	is	just	the	residue	of	the	work

happening.	The	quarterly	scan	runs	because	it’s	scheduled	and	owned,	and	the	scan	report	exists	afterward	whether	or	not

anyone	needed	it	for	an	audit.

The	controls	that	would	stop	the	moment	compliance	stopped	pushing	them	—	those	aren’t	controls.	They’re	performances.

They	only	happen	when	there’s	an	audience.

Here’s	the	practical	distinction	in	the	field.	I	assessed	two	companies	the	same	quarter,	one	in	Bogotá	and	one	in	São	Paulo,

both	roughly	the	same	size,	both	with	competent	engineers.	The	Bogotá	processor	had	a	security	lead	who’d	put	every

recurring	obligation	on	a	shared	calendar	with	a	named	owner	and	a	ticket	template.	Their	semi-annual	firewall	review	wasn’t

an	event;	it	was	a	recurring	ticket	that	fired	automatically,	got	assigned,	got	worked,	and	closed	with	an	attached	diff	of	the

ruleset	and	a	note	on	what	changed	and	why.	When	I	asked	for	a	year	of	those	reviews,	the	engineer	pulled	up	the	closed

tickets	in	about	ninety	seconds.	We	spent	the	time	talking	about	the	two	findings	instead	of	hunting	for	the	evidence.

The	São	Paulo	fintech	had	better	tools	and	twice	the	budget.	They	also	had	nothing	on	a	calendar.	Every	recurring	control	was

somebody’s	good	intention,	and	good	intentions	don’t	leave	timestamps.	They	spent	the	first	four	days	of	the	assessment	doing

in-flight	archaeology	—	reconstructing	what	they	thought	had	probably	happened,	hoping	the	logs	would	back	them	up.

Sometimes	the	logs	did.	Often	they	showed	the	control	had	quietly	stopped	working	in	May	and	nobody	noticed	until	I	asked	in

October.

Same	standard.	Same	size.	The	difference	wasn’t	competence	or	money.	It	was	whether	the	work	was	wired	to	happen	on	its

own,	and	whether	happening	left	a	mark.	That’s	all	BAU	is.

The	slogan	worth	keeping:	evidence	is	exhaust,	not	output.	If	your	team	is	producing	evidence	as	a	separate	task,	you’ve

already	lost.	Real	evidence	is	what’s	left	over	after	the	control	runs.	The	day	you	find	yourself	scheduling	time	to	“gather

evidence”	for	a	control,	you’ve	found	a	control	that	isn’t	actually	operating	—	you’re	reverse-engineering	proof	for	work	that

didn’t	happen	on	its	own.

The	calendar	that	runs	your	program

Continuous	compliance	sounds	like	a	philosophy.	In	practice	it’s	a	calendar,	and	a	boring	one.	If	you	take	nothing	else

operational	from	this	chapter,	take	this:	the	program	isn’t	run	by	your	policies	or	your	platform.	It’s	run	by	a	schedule	of

recurring	obligations,	each	with	an	owner,	a	cadence,	and	an	output	that	lands	somewhere	durable.	Build	that	calendar,	assign

every	line,	and	the	assessment	mostly	takes	care	of	itself.

Here’s	the	spine	of	it.	Cadences	are	stated	as	the	standard	states	them	—	at	least	once	every	—	and	the	owner	column	matters

as	much	as	the	timing,	because	an	unowned	task	is	a	task	that	doesn’t	happen.

Daily.	Audit	logs	reviewed.	Not	every	line	by	a	human	—	the	standard	expects	you	to	use	automated	mechanisms	here	—	but	a

reviewed	feed	with	documented	follow-up	on	anything	that	matters.	The	output	is	the	review	record	and	the	ticket	trail	for

anything	escalated.	This	is	the	line	item	teams	skip	most,	because	it’s	daily	and	dull,	and	it’s	also	the	one	that	most	often

catches	the	breach.	More	on	that	in	the	previous	chapter;	here	it	matters	because	a	year	of	“we	review	logs”	with	no	daily

evidence	is	a	year	of	nothing.

Every	three	months.	Internal	vulnerability	scans.	External	vulnerability	scans	through	an	approved	scanning	vendor.	The

output	is	the	scan	reports	and	the	rescans	that	prove	you	remediated,	because	a	scan	that	finds	criticals	and	stops	is	half	a

control.	Four	clean	quarters,	not	one	clean	week	before	the	QSA	lands.

Every	six	months.	Configurations	and	rulesets	of	your	network	security	controls	—	firewalls,	cloud	security	groups,	whatever

enforces	segmentation	—	reviewed	for	rules	that	are	stale,	overly	broad,	or	no	longer	justified.	User	accounts	and	access

privileges	reviewed	and	recertified,	in	Active	Directory,	in	your	IAM,	in	every	system	that	touches	the	cardholder	data

environment,	so	that	the	contractor	who	left	in	March	isn’t	still	carrying	access	in	September.	The	output	is	the	review	record

showing	what	was	examined,	what	changed,	and	who	signed	off.	This	is	the	exact	line	that	sank	the	company	at	the	top	of	the

chapter.

Every	twelve	months.	The	big	annual	cluster,	and	the	one	teams	treat	as	“the	audit	stuff”	when	it’s	really	just	the	slowest-

cadence	BAU.	Scope	confirmation	—	documenting	and	validating	what’s	in	the	cardholder	data	environment,	because	last

year’s	scope	is	a	guess	about	this	year’s.	Penetration	testing,	internal	and	external,	plus	segmentation	testing	to	prove	the	walls

you	claim	still	hold.	Security	awareness	training	for	everyone	who	touches	the	environment.	Risk	assessment	refresh.	Incident

response	plan	review	and	testing.	Information	security	policy	review.	Each	of	these	is	once	a	year,	which	is	exactly	why	each

one	rots	quietly	if	no	one	owns	the	calendar.

The	flexible	ones	—	and	the	document	that	justifies	them.	Some	v4.0.1	requirements	let	you	set	your	own	frequency	if	you



back	the	choice	with	a	targeted	risk	analysis.	That’s	the	12.3.1	mechanism,	and	it’s	a	trap	for	the	lazy	in	both	directions.	You

can’t	just	pick	a	comfortable	cadence	and	move	on;	you	have	to	document	why	your	chosen	frequency	adequately	manages	the

risk,	then	actually	run	the	control	at	that	frequency	and	evidence	it,	and	revisit	the	analysis	at	least	once	a	year.	The	risk

analysis	isn’t	paperwork	that	buys	you	a	slower	schedule.	It’s	a	commitment	you’ll	be	held	to.	Pick	a	cadence	you	can	prove	you

met,	then	meet	it.

Put	every	one	of	those	lines	into	one	calendar	—	the	twelve-month	evidence	calendar	in	the	appendix	gives	you	a	working

template	—	with	a	named	human	against	each,	a	cadence,	and	a	defined	output	location.	The	moment	you	do,	two	things

happen.	The	work	starts	happening	on	time	because	it’s	scheduled	and	owned	instead	of	remembered.	And	the	evidence

accumulates	on	its	own,	frame	by	frame,	so	that	when	the	QSA	asks	for	the	year,	you	reach	into	a	folder	instead	of	building	a

story.

Why	you	can’t	fake	it	—	and	the	QSA’s	eye	that	catches	you

Back	to	the	seam,	and	the	forty	minutes.

Fabricated	evidence	has	a	texture,	and	after	enough	assessments	you	feel	it	before	you	can	name	it.	The	São	Paulo	team’s

reconstructed	firewall	reviews	looked	fine	at	a	glance	—	dated	documents,	plausible	findings,	names	attached.	Here’s	what

gave	them	away,	in	order,	because	it’s	the	same	order	every	time.

First,	the	metadata.	The	“July”	review	document	had	file-system	and	version-history	timestamps	from	three	weeks	ago.	People

remember	to	change	the	date	in	the	header.	They	forget	that	the	file	itself	remembers	when	it	was	born,	that	the	ticketing

system	stamps	creation	time	in	a	field	they	can’t	edit,	that	the	document	management	platform	keeps	a	version	history.	The

header	said	July.	The	bytes	said	March.	That	contradiction	is	the	whole	game.

Second,	the	uniformity.	Real	operational	evidence	is	messy.	Reviews	done	across	a	year	by	busy	people	have	different	authors,

different	lengths,	gaps	where	someone	was	on	vacation,	a	finding	that	got	argued	about,	a	follow-up	that	ran	late.	Twelve

months	of	work	has	texture.	What	the	panicked	team	produces	is	suspiciously	clean	—	four	reviews	in	the	identical	template,

identical	structure,	identical	tidy	findings,	all	clearly	written	by	the	same	person	in	the	same	sitting.	Real	history	is	lumpy.

Fabricated	history	is	smooth.	Smooth	is	the	tell.

Third,	the	cross-reference.	This	is	the	one	that	ends	the	conversation.	A	ruleset	review	dated	July	claimed	to	have	examined

firewall	rules	that,	according	to	the	change-management	system	and	the	configuration	backups,	didn’t	exist	until	October.	You

cannot	review	a	rule	that	hasn’t	been	written	yet.	The	evidence	stream	a	team	forgets	to	fake	—	the	change	tickets,	the	config

backups,	the	deployment	logs	—	quietly	contradicts	the	evidence	stream	they	spent	three	weeks	building.	A	QSA	doesn’t	need

to	be	clever	to	catch	this.	They	just	need	to	lay	two	timelines	next	to	each	other.

That’s	the	practical	reason	fabrication	fails.	Now	the	reasons	it’s	a	catastrophe	even	when	it	almost	works.

You	signed	something.	The	Attestation	of	Compliance	is	a	signed	statement,	and	depending	on	your	role	and	your	acquirer	it

carries	contractual	weight,	sometimes	regulatory	weight,	occasionally	personal	exposure	for	the	person	who	signed.	Backdated

firewall	reviews	don’t	move	you	from	non-compliant	to	compliant.	They	move	you	from	non-compliant	to	non-compliant	and	on

record	having	certified	otherwise.	When	there’s	a	breach	—	and	the	network	nobody	reviewed	for	a	year	is	exactly	where

breaches	happen	—	that	signed	attestation	stops	being	a	compliance	artifact	and	becomes	evidence	in	someone	else’s

investigation.	You	will	have	converted	a	gap	into	a	lie	about	a	gap,	and	the	second	one	is	the	one	that	ends	careers.

And	the	gap	was	real	the	whole	time.	Strip	away	the	QSA	entirely.	For	eleven	months,	nobody	looked	at	the	firewall	rules.	Stale

permits	accumulated.	The	contractor’s	access	lingered.	A	path	opened	that	a	six-month	review	would	have	closed,	and	it	stayed

open	not	for	an	afternoon	but	for	most	of	a	year.	The	fabrication	was	never	the	dangerous	part.	The	dangerous	part	was	the

eleven	months	of	genuine	blindness	the	fabrication	was	trying	to	paper	over.	Even	if	you	fool	the	assessor	perfectly,	you	have

not	made	yourself	safer	by	one	inch.	You’ve	spent	three	weeks	of	eighteen-hour	days	making	yourself	feel	safer	while	staying

exactly	as	exposed	as	you	were.

The	math	is	almost	insulting.	The	semi-annual	reviews	this	team	faked	would	have	cost	maybe	two	days	of	real	work	across	the

whole	year.	They	spent	fifteen	times	that	fabricating	them,	failed	the	assessment	anyway,	and	carried	the	actual	risk	the	entire

time.	That’s	the	trade	the	annual-panic	model	offers	you.	It	is	never	worth	taking.

Building	the	rhythm

So	you	don’t	want	to	be	that	team.	Good.	The	fix	isn’t	a	tool	and	it	isn’t	a	heroic	quarter	of	catch-up.	It’s	a	rhythm,	and	rhythms

are	built	out	of	three	unglamorous	parts.

Owners,	not	teams.	Every	recurring	obligation	gets	one	name,	not	a	department.	“Security	reviews	the	firewall	rules	every	six

months”	is	how	the	work	doesn’t	happen	—	everyone	assumes	someone	else	has	it.	“Marcela	owns	the	semi-annual	NSC	ruleset

review,	due	the	first	week	of	January	and	July”	is	how	it	happens.	Diffuse	ownership	is	the	single	most	common	reason	BAU



controls	quietly	die.	A	name	on	a	line	is	a	control	with	a	pulse.	This	is	the	human	factor	showing	up	exactly	where	the	standard

now	demands	it:	roles	and	responsibilities	aren’t	a	documentation	exercise,	they’re	the	thing	that	determines	whether	the

calendar	runs.

Automate	the	capture,	not	just	the	control.	Wherever	you	can,	make	the	evidence	fall	out	of	the	work	without	anyone

deciding	to	save	it.	The	scan	tool	emails	the	report	to	an	archive	automatically.	The	pipeline	writes	its	security	gate	results	to	a

log	nobody	has	to	remember	to	keep.	The	access	review	runs	as	a	scheduled	job	that	opens	tickets	for	each	manager	to	certify,

and	the	closed	tickets	are	the	evidence.	You’re	not	automating	to	remove	the	human	judgment	—	someone	still	has	to	read	the

scan	and	decide	what	matters.	You’re	automating	so	the	proof	that	judgment	happened	survives	without	depending	on	a	busy

person	remembering	to	file	it.	Evidence	as	exhaust,	by	design.

Calendar	everything,	and	treat	the	calendar	as	the	program.	The	twelve-month	evidence	calendar	isn’t	a	planning	aid	you

consult	once.	It	is	the	compliance	program,	expressed	as	a	schedule.	Daily,	quarterly,	semi-annual,	annual	—	every	line	from	the

section	above,	every	owner,	every	output	location,	in	one	place	that	fires	reminders	before	things	are	due	rather	than	after.

When	the	calendar	is	the	program,	“are	we	ready	for	the	assessment”	stops	being	a	question	you	panic	about.	The	answer	is

just:	did	the	calendar	run?	You	can	see	that	any	day	of	the	year,	which	is	the	entire	point.

There’s	a	cultural	shift	hiding	inside	the	mechanics,	and	it’s	worth	saying	plainly.	The	teams	that	operate	this	way	stop	thinking

about	the	assessment	at	all.	Not	because	they’re	cocky	—	because	the	assessment	became	a	non-event.	When	the	controls	run

on	their	own	and	the	evidence	accumulates	on	its	own,	the	QSA	showing	up	is	just	an	outside	party	confirming	what	your	own

calendar	already	told	you.	The	Bogotá	processor’s	engineer	wasn’t	relaxed	during	the	assessment	because	he	was	lucky.	He

was	relaxed	because,	for	him,	audit	week	looked	exactly	like	every	other	week.	Nothing	special	was	happening,	because

something	correct	was	always	happening.

That’s	the	destination.	Compliance	you	live	instead	of	compliance	you	perform.	And	the	cheapest	tell	that	you’ve	arrived	is	this:

the	assessment	stops	being	a	season	you	dread	and	becomes	a	Tuesday	you	barely	notice.

QSA	Takeaway

A	QSA	assessing	your	program	isn’t	asking	whether	your	controls	are	good.	We’re	asking	whether	they	ran	—	on

cadence,	all	year,	leaving	a	trail.	v4.0.1	turned	the	assessment	from	a	photograph	into	a	year	of	footage,	and	there’s

no	faking	footage	you	didn’t	shoot.	We	will	lay	your	fabricated	evidence	next	to	the	evidence	you	forgot	to	fabricate	—

the	change	tickets,	the	config	backups,	the	file	timestamps	—	and	the	two	will	not	agree.	Don’t	build	a	story	for	us.

Build	a	calendar	for	yourselves,	put	a	name	on	every	line,	and	let	the	evidence	pile	up	as	the	residue	of	work	that

actually	happened.	Then	hand	us	the	folder.	The	folder	is	the	whole	assessment.

Back	to	basics

The	transition	era	is	over,	and	with	it	the	era	of	the	survivable	annual	scramble.	PCI	DSS	v4.0.1	expects	roughly	twelve	months

of	operational	evidence	proving	that	controls	ran	continuously,	on	their	required	cadence	—	daily	log	reviews,	quarterly	scans,

semi-annual	ruleset	and	access	reviews,	the	annual	cluster	of	scope,	testing,	and	training.	That	demand	is	the	standard’s	way	of

forcing	what	good	operators	always	did:	run	security	as	business	as	usual,	embedded	in	the	work,	generating	evidence	as

exhaust	rather	than	as	a	special	project.

The	annual-panic	model	is	now	structurally	dead.	You	cannot	reconstruct	a	year	of	footage	in	three	weeks,	and	the	attempt	fails

on	metadata,	on	suspicious	uniformity,	and	on	the	moment	a	QSA	lays	two	timelines	side	by	side.	Worse,	fabrication	leaves	the

real	gap	open	the	whole	time	and	converts	a	compliance	failure	into	a	signed	false	statement	—	the	version	that	follows	you

after	a	breach.

The	replacement	is	a	calendar,	not	a	crusade.	One	owner	per	recurring	obligation,	automated	capture	so	proof	survives	without

heroics,	and	a	single	twelve-month	evidence	calendar	that	is	the	program	rather	than	a	plan	for	it.	Build	that,	and	the	work

happens	on	time	because	it’s	scheduled	and	owned,	the	evidence	accumulates	on	its	own,	and	the	assessment	stops	being	a

season	you	dread.	Compliance	you	live	is	cheaper,	safer,	and	far	less	exhausting	than	compliance	you	perform	—	and	the

program	that	runs	on	a	random	Tuesday	is	the	only	one	that	passes	in	March.

That	is	Operational	Continuity	with	the	receipts	attached,	kept	honest	by	the	Human	Factor	whose	name	sits	on	every	line

of	the	calendar	—	the	two	pillars	that	turn	audit	week	into	an	ordinary	Tuesday.	Which	leaves	exactly	one	variable	still	in	play:

the	person	you	hand	all	of	that	evidence	to.	A	QSA	can	make	twelve	disciplined	months	cost	you	an	afternoon	or	cost	you	a

fortune,	and	which	one	you	get	depends	entirely	on	how	you	manage	them.	That	relationship	is	the	last	lesson	in	this	book	—

and	the	one	that	can	save	you	a	hundred	thousand	dollars.	It’s	where	we	go	next.



Chapter	9	—	How	to	Manage	Your	QSA	(and	Save	$100k)

Treat	your	QSA	as	a	professional	skeptic,	not	an	executioner.

Two	companies.	Same	finding.	Same	control,	broken	the	same	way:	a	database	inside	the	cardholder	data	environment	where

audit	logging	had	been	switched	off	“temporarily”	eight	months	earlier	and	never	switched	back	on.	Requirement	10.	Not	a

gray	area,	not	a	judgment	call.	Logging	was	off,	and	the	evidence	proved	it.

The	first	client	was	a	payment	processor	in	Panama.	When	I	raised	it,	the	answer	wasn’t	“we’ll	fix	it.”	The	answer	was	a

meeting.	Then	another	meeting,	this	one	with	their	outside	counsel	on	the	line.	Then	a	written	demand	that	I	“reconsider	my

interpretation.”	Then	a	request	to	escalate	to	my	firm’s	technical	director,	then	a	second	opinion,	then	a	third.	Three	weeks	of

senior	people	—	theirs	and	mine	—	arguing	about	a	setting	that	one	database	administrator	could	have	flipped	back	on,

validated,	and	evidenced	in	an	afternoon.	By	the	time	the	dust	settled,	they	had	burned	somewhere	north	of	$50,000	in

additional	assessment	hours,	internal	executive	time,	and	legal	review.	The	finding	never	changed.	Logging	was	still	off.	They

turned	it	on.	We	moved	on.	The	control	had	cost	them	an	afternoon	of	real	work	and	a	full	quarter	of	fighting.

The	second	client	was	a	fintech	in	Medellín	with	a	fraction	of	the	budget	and	a	tenth	of	the	headcount.	Same	finding,	same

week	of	my	calendar.	The	CTO	looked	at	the	evidence,	said	“yeah,	that’s	broken,	give	me	until	Thursday,”	turned	logging	back

on,	sent	me	a	configuration	export	and	three	days	of	sample	logs	showing	it	was	capturing,	and	that	was	the	end	of	it.	Two

hours	of	one	engineer’s	time.	Zero	dollars	of	argument.

Same	control.	Same	auditor.	Roughly	fifty	thousand	dollars	apart.	The	only	variable	was	how	each	company	decided	to	treat	the

person	holding	the	clipboard.

This	is	the	one	chapter	in	this	book	where	I’m	not	describing	a	control	you	implement.	I’m	describing	a	relationship	you	manage

—	with	me,	or	with	someone	who	does	for	a	living	exactly	what	I	do.	I’ve	spent	eleven	years	on	the	other	side	of	that	table,

across	most	of	Latin	America,	the	United	States,	Canada,	and	parts	of	Europe,	assessing	processors,	merchants	of	every	size,

call	centers,	and	fintechs.	So	consider	this	the	insider’s	confession:	here	is	how	to	manage	me,	and	how	the	companies	that	do

it	well	spend	a	fraction	of	what	the	companies	that	fight	me	spend	—	year	after	year,	because	this	relationship	is	never	just	one

year.

Your	QSA	Is	a	Professional	Skeptic

Start	with	what	the	job	actually	is,	because	most	clients	get	it	wrong	in	one	of	two	directions.

A	Qualified	Security	Assessor	is	not	your	executioner.	I	don’t	show	up	wanting	to	fail	you.	A	failed	assessment	is	more	work	for

me,	not	less	—	more	findings	to	write	up,	more	remediation	to	re-test,	more	back-and-forth	with	your	acquirer	about	why	the

report	isn’t	clean.	I	have	no	incentive	to	invent	problems.	The	companies	that	treat	me	like	an	enemy	at	the	gate	spend	the

whole	engagement	defending	instead	of	evidencing,	and	defending	is	the	most	expensive	posture	there	is.

But	here’s	the	part	nobody	wants	to	hear:	a	QSA	is	also	not	your	friend.	The	assessor	who	likes	you,	trusts	you	on	your	word,

and	signs	a	clean	Report	on	Compliance	over	a	broken	network	is	worthless	to	you	—	worse	than	worthless,	because	that	clean

report	is	the	thing	that	lets	you	stop	worrying	about	the	network	that	is	about	to	get	you	breached.	We	opened	this	book	with

that	exact	scenario:	the	spotless	ROC	that	breached	about	thirty	days	later.	An	Attestation	of	Compliance	is	a	piece	of	paper.	It

is	not	a	force	field.	Attackers	do	not	check	whether	you	passed	your	audit	before	they	walk	through	the	database	with	logging

switched	off.

What	you	actually	want	—	what	protects	you	—	is	a	fair	skeptic.	Someone	whose	default	is	“show	me,”	who	tests	instead	of

trusting,	who	will	not	sign	their	name	to	an	opinion	they	can’t	defend,	and	who,	precisely	because	of	all	that,	produces	a	report

that	means	something.	The	skeptic	is	the	one	whose	ROC	survives	a	forensic	investigation.	The	friend	is	the	one	whose	ROC

becomes	Exhibit	A	in	the	lawsuit.

So	stop	trying	to	win	the	QSA	over,	and	stop	trying	to	beat	them.	Aim	for	a	third	thing:	make	their	job	easy	and	make	their

skepticism	comfortable.	Everything	in	this	chapter	is	a	variation	on	that	single	move.

Buy	the	Human,	Not	the	Logo

Before	any	of	that,	you	have	to	choose	one.	And	most	companies	choose	wrong,	because	they	shop	for	the	firm	instead	of	the

assessor.

Start	with	the	floor:	the	QSA	Company	must	be	in	good	standing	with	the	PCI	Security	Standards	Council,	which	maintains	a

public	list.	That’s	table	stakes,	not	a	differentiator.	The	real	variable	is	the	individual	assessor	assigned	to	your	engagement.



You	are	not	buying	a	logo	on	a	report	cover.	You	are	buying	a	specific	human	being’s	judgment,	experience,	and	willingness	to

push	back	on	you	—	and	the	gap	between	a	sharp	assessor	and	a	mediocre	one	inside	the	same	firm	is	enormous.

So	interview	the	human.	Ask	who	will	actually	run	your	assessment,	and	ask	about	their	experience	with	your	model.	A	QSA

who	has	spent	a	decade	on	big-box	retail	will	be	slow	and	uncertain	inside	a	cloud-native	fintech,	and	you	will	pay	for	every

hour	of	that	learning	curve.	A	processor	in	Bogotá	and	a	SaaS	startup	in	Austin	need	an	assessor	fluent	in	their	stack,	their

architecture,	and	their	regulators.	Fluency	is	speed,	and	speed	is	money.

Then	watch	for	the	red	flags,	because	the	market	is	full	of	them:

The	checkbox	mill.	The	firm	that	promises	a	guaranteed,	fast,	painless	pass.	A	pass	you	bought	is	not	a	pass	that

survives	a	breach	investigation,	and	the	cheap	report	has	a	way	of	becoming	the	expensive	lawsuit.	If	someone	guarantees

the	outcome	before	they’ve	seen	your	environment,	they’re	selling	theater,	and	you	already	know	how	this	book	feels

about	theater.

The	assessor	who	can’t	speak	your	language.	If	they	can’t	discuss	your	IAM	model,	your	cloud	security	groups,	or	your

tokenization	flow	without	reading	from	a	script,	they	will	lean	on	you	to	explain	your	own	environment	to	them,	and	then

bill	you	for	the	education.

The	conflict	of	interest.	Be	careful	with	the	firm	that	wants	to	sell	you	the	remediation	tooling	or	managed	service	and

then	assess	the	thing	they	sold	you.	An	assessor	grading	their	own	employer’s	product	is	not	a	skeptic.	Separation

between	who	fixes	and	who	judges	is	worth	protecting.

And	kill	the	instinct	to	shop	on	price	alone.	The	cheapest	QSA	is	frequently	the	most	expensive	one,	because	a	weak	or	sloppy

ROC	gets	kicked	back	by	your	acquirer,	or	—	worse	—	it	sails	through	and	hands	you	a	false	sense	of	safety	over	a	network

that’s	quietly	on	fire.

One	more	thing,	and	it’s	the	biggest	lever	on	the	entire	bill:	scope	the	engagement	before	anyone	arrives.	Start	with	a	readiness

or	gap	assessment,	fix	what	it	finds,	then	bring	in	the	formal	ROC	assessment.	Don’t	pay	full	assessment	rates	to	be	surprised.

And	remember	what	Chapter	1	hammered	—	you	are	billed,	in	effect,	by	what’s	in	scope.	The	tighter	and	better-segmented	your

cardholder	data	environment,	the	smaller	the	assessment,	the	smaller	the	invoice.	The	forgotten	dev	box	full	of	cleartext	PANs

on	a	flat	network	doesn’t	just	fail	you;	it	drags	your	whole	enterprise	into	scope	and	multiplies	every	hour	the	assessor	spends.

Scope	discipline	is	the	cheapest	money	you	will	ever	save	on	a	QSA.

The	Evidence	Is	the	Argument

Once	the	assessment	starts,	the	money	is	won	or	lost	in	one	place:	how	you	present	evidence.

Here	is	the	mechanic	that	clients	underestimate.	An	assessor’s	time	is	your	money	—	most	engagements	bill	by	the	hour	past	a

point	—	and	every	hour	I	spend	hunting	for	evidence	is	an	hour	you	pay	for.	Worse	than	the	dollars:	every	hour	I	spend	hunting

plants	a	seed	of	doubt.	If	your	evidence	is	a	mess,	I	start	to	wonder	what	else	is	a	mess,	and	doubt	is	the	thing	that	makes	me

widen	my	sample	and	test	more.	Disorganization	isn’t	just	slow.	It’s	contagious.

So	organize	evidence	to	the	requirement.	Map	every	artifact	to	its	requirement	number,	label	it,	date	it,	and	make	it	trivial	for

me	to	find	what	I	asked	for.	The	single	most	pleasant	assessment	I	run	every	year	is	the	one	where	the	client	hands	me	a

structured	evidence	index	and	I	can	pull	requirement	8.3.1’s	proof	in	ten	seconds	instead	of	ten	emails.	That	client	gets	a	fast,

cheap,	frictionless	assessment.	They	earned	it	with	a	spreadsheet.

Then	internalize	the	rule	that	defines	a	2026	assessment:	show,	don’t	tell.	Under	v4.0.1,	the	transition	era	is	over,	and	a

modern	assessment	demands	roughly	twelve	months	of	continuous	operational	evidence	—	proof	the	control	actually	ran	all

year,	not	a	policy	that	says	it	should.	A	document	stating	that	you	review	firewall	rules	quarterly	proves	nothing.	Four	dated

review	records,	with	the	reviewer,	the	findings,	and	the	tickets	they	generated,	prove	everything.	A	policy	is	a	promise.

Evidence	is	a	fact.	I	grade	facts.

What	good	evidence	looks	like	in	practice:	configuration	exports	rather	than	claims;	screenshots	with	visible	timestamps	and

enough	context	to	prove	they’re	from	your	production	CDE	and	not	someone’s	laptop;	ticketing	records	that	show	the	control

firing	and	someone	responding;	signed	policies	with	real	review	dates;	sample	logs	that	demonstrate	capture	is	actually

happening.	The	through-line	of	this	whole	book	is	BAU	—	controls	that	run	every	day,	not	on	audit	week	—	and	this	is	where

BAU	pays	you	back.	If	the	work	genuinely	happened	all	year,	the	evidence	already	exists	and	you’re	just	handing	it	over.	If	it

didn’t,	no	amount	of	presentation	saves	you,	which	brings	us	to	the	one	mistake	that	costs	more	than	all	the	others	combined.

Never	Lie	to	the	Person	Grading	You

In	Chapter	8	I	described	the	team	that	spent	a	month	of	eighteen-hour	days	fabricating	a	year	of	firewall	reviews	two	weeks

before	the	assessment.	I	want	to	be	precise	about	what	happens	when	that	work	reaches	my	desk,	because	it’s	the	most

expensive	single	decision	a	client	can	make.



I	do	not	test	everything.	No	one	can.	I	test	a	sample	and	extrapolate	from	it	—	that’s	how	assessments	work,	and	it	only	works

because	of	trust.	I	pull	a	handful	of	systems,	a	handful	of	reviews,	a	handful	of	access	lists,	and	I	reason	from	the	sample	to	the

whole.	The	entire	economy	of	the	assessment	runs	on	the	assumption	that	the	sample	is	honest.

The	moment	I	catch	one	fabrication	—	a	“review”	dated	to	a	day	the	reviewer	wasn’t	employed,	a	screenshot	from	a	system	that

didn’t	exist	yet,	a	log	that	was	clearly	generated	last	Tuesday	—	that	assumption	collapses.	Now	I	can’t	trust	the	sample,	so	I

have	to	widen	it.	I	re-test	what	I	already	tested.	I	tighten	every	procedure.	I	start	treating	your	evidence	the	way	a	forensic

investigator	treats	a	crime	scene,	because	functionally,	that’s	what	you’ve	turned	it	into.	The	assessment	that	would	have	taken

two	weeks	takes	six.	The	bill	doesn’t	double;	it	compounds.	And	the	kicker	is	that	the	fabrication	rarely	even	hides	a	serious

problem	—	people	lie	about	gaps	that	would	have	been	a	one-line	finding	and	a	thirty-day	remediation,	and	turn	them	into	a

credibility	crisis	that	taints	the	entire	report.

So	here	is	the	rule,	and	it	has	held	across	every	region	I’ve	worked:	a	gap	is	a	finding.	A	lie	is	a	character	reference.	A	finding	is

a	Tuesday	—	we	write	it	up,	you	remediate	it,	we	re-test,	we	move	on.	A	discovered	lie	rewrites	how	I	read	every	other	page

you’ve	handed	me.	Tell	me	“this	control	is	broken,	here’s	our	plan	and	timeline	to	fix	it,”	and	you’ve	given	me	something	I	can

work	with	and	often	something	I	can	mark	as	remediated	before	the	report	closes.	Hand	me	a	fabrication	and	hope	I	don’t

notice,	and	you’ve	bet	your	entire	assessment	on	me	being	worse	at	my	job	than	I	am.	I	have	seen	every	excuse	on	two

continents.	The	cover-up	is	always	more	expensive	than	the	thing	it	was	covering.

Pick	Your	Battles:	Fix	It,	Customize	It,	or	Compensate

Which	brings	us	back	to	Panama,	and	the	fifty	thousand	dollars.

Most	“disputes”	with	a	QSA	are	not	really	disputes.	They’re	a	client	digging	in	on	a	control	they	already	know	is	broken	because

admitting	it	feels	like	losing.	It	isn’t.	Fighting	a	true	finding	is	the	single	most	wasteful	thing	you	can	do	in	an	assessment,

because	the	finding	doesn’t	care	how	long	you	argue.	Logging	was	off	in	Panama	before	the	lawyers	joined	the	call,	and	it	was

off	three	weeks	later.	The	only	thing	that	changed	was	the	invoice.

When	you	genuinely	cannot	meet	a	requirement	as	written,	you	have	three	legitimate	paths	—	and	arguing	is	not	one	of	them.

Fix	it.	Almost	always	the	right	answer,	and	almost	always	the	cheapest.	The	Medellín	fix	took	two	hours.	Before	you	reach	for

an	exception,	ask	honestly	whether	the	“constraint”	is	real	or	just	inconvenient.

Use	the	Customized	Approach.	This	is	the	route	v4.0	introduced	and	v4.0.1	carries	forward,	and	it’s	a	genuine	option	for

mature	teams:	instead	of	meeting	the	requirement’s	defined	procedure,	you	meet	its	stated	objective	with	controls	of	your	own

design.	But	understand	what	it	costs.	It	requires	a	documented	targeted	risk	analysis,	and	the	assessor	has	to	design	and

document	bespoke	testing	procedures	for	your	custom	control.	It	is	more	work,	not	less	—	a	path	for	the	organization	that	has

built	a	genuinely	better	control	and	can	prove	it	meets	the	objective,	not	a	shortcut	for	the	one	that	doesn’t	want	to	do	the

standard	thing.

Document	a	compensating	control.	The	legacy	route,	for	a	legitimate,	documented	technical	or	business	constraint.	A

compensating	control	is	not	a	“skip	this	requirement”	card.	To	stand,	it	has	to	meet	the	intent	and	rigor	of	the	original

requirement,	go	above	and	beyond	what	other	requirements	already	demand,	be	commensurate	with	the	additional	risk	the	gap

creates,	and	be	laid	out	on	a	compensating	controls	worksheet	that	I	validate.	Most	clients	who	ask	me	for	a	compensating

control	actually	just	need	to	fix	the	thing;	the	compensating	control	is	more	effort	than	the	fix	they	were	avoiding.

The	test	that	separates	all	three	from	the	fourth,	wasteful	path	is	a	single	honest	question:	are	you	choosing	this	because	the

control	genuinely	doesn’t	fit	your	environment,	or	because	you	don’t	want	to	do	the	work?	I	can	almost	always	tell	the

difference,	and	so	can	you.

None	of	this	means	you	should	never	push	back.	You	should.	QSAs	are	human	—	we	misread	evidence,	we	sample	the	wrong

system,	we	miss	the	context	that	makes	your	control	valid.	When	that	happens,	push	back	hard,	and	you’ll	find	me	grateful	for

it.	But	push	back	with	evidence,	not	volume.	The	difference	between	productive	pushback	and	the	fifty-thousand-dollar

argument	is	exactly	this:	pushback	brings	proof	that	the	finding	is	wrong;	an	argument	brings	opinions	about	why	you’d	rather

it	weren’t	there.	Bring	me	a	config	export	that	shows	logging	was	on	and	I’ll	withdraw	the	finding	in	five	minutes.	Bring	me

your	lawyer	and	three	weeks,	and	logging	is	still	off.

The	QSA’s	Eye

Sit	in	my	chair	for	a	second,	because	it	reframes	the	whole	relationship.

The	client	who	hands	me	a	clean	evidence	index,	answers	straight,	fixes	what’s	broken,	and	tells	me	the	truth	about	gaps	gets	a

fast,	cheap,	low-friction	assessment.	Not	because	I	go	easy	—	because	there’s	nothing	to	dig	for.	My	skepticism	is	satisfied

early,	so	my	sample	stays	tight,	so	my	hours	stay	low,	so	your	invoice	stays	small.	The	client	who	fights,	hides,	and	improvises

gets	the	opposite,	and	earns	every	hour	of	it.



And	it	doesn’t	reset	each	year.	This	is	a	multi-year	relationship,	and	I	have	a	memory.	Earn	my	trust	once	and	next	year’s

assessment	starts	from	a	place	of	credibility	—	your	program	has	a	track	record,	so	I	can	sample	lighter	and	finish	faster.	Burn

me	once	and	I	will	audit	you	like	a	forensic	investigator	for	as	long	as	I	have	your	account,	because	I	no	longer	know	what	I	can

take	on	your	word.	That’s	the	real	math	behind	the	number	on	this	chapter’s	cover.	One	fight	is	fifty	thousand	dollars.	The

difference,	over	a	multi-year	program,	between	a	QSA	who	trusts	your	shop	and	one	who’s	been	burned	by	it	—	lighter	samples,

fewer	billed	hours,	no	kicked-back	reports,	no	re-assessments	—	clears	six	figures	without	breaking	a	sweat.

The	thing	to	hold	onto	is	that	we	want	the	same	outcome.	I	am	not	trying	to	fail	you.	A	defensible	“compliant”	that	survives	a

breach	investigation	protects	me	as	much	as	it	protects	you	—	it’s	my	name	on	the	report	too.	The	only	thing	that	turns	a	QSA

and	a	client	into	enemies	is	theater:	the	gap	you’re	hiding,	the	lie	you’re	hoping	I	miss,	the	broken	control	you’d	rather	argue

about	than	fix.	Take	the	theater	away	and	we’re	on	the	same	side	of	the	table,	both	trying	to	produce	a	report	that’s	actually

true.	That’s	the	cheapest	assessment	you’ll	ever	buy.

QSA	Takeaway

Your	QSA	is	the	one	professional	you’re	paying	specifically	to	doubt	you.	Make	their	doubt	cheap	to	satisfy:	choose

the	assessor,	not	the	brand;	shrink	your	scope	before	they	arrive;	map	every	piece	of	evidence	to	its	requirement;	and

tell	the	truth	about	every	gap.	A	finding	is	a	Tuesday.	A	lie	is	a	credibility	crisis	that	re-prices	the	entire	assessment.

When	you	genuinely	can’t	meet	a	control,	fix	it,	customize	it,	or	compensate	for	it	—	but	never	just	argue	it,	because

the	finding	outlasts	the	argument	and	only	the	invoice	grows.

Back	to	basics

Run	that	play	and	the	four	pillars	finally	close	the	loop.	Asset	visibility	and	data	minimization	shrink	your	scope,	and	scope

is	what	you	pay	for.	Operational	continuity	means	the	twelve	months	of	evidence	already	exist	when	I	ask	—	you’re	handing

over	facts,	not	manufacturing	them.	And	the	human	factor	is	the	whole	chapter:	the	most	important	relationship	in	your

assessment	is	with	a	person,	and	you	manage	it	like	one	—	with	honesty,	organization,	and	the	understanding	that	the	skeptic

across	the	table	is	trying	to	get	to	the	same	true	answer	you	are.

Which	is	the	whole	argument	of	this	book,	stated	from	the	auditor’s	side	of	the	table.	Compliance	you	live	is	cheap	to	prove	and

cheap	to	defend.	Compliance	you	perform	is	expensive	to	fake,	expensive	to	assess,	and	worthless	the	moment	it	matters.	The

next	and	final	chapter	ties	the	four	pillars	into	the	only	thing	that	actually	delivers	the	first	kind:	a	way	of	working,	not	an	event

you	survive	once	a	year.



Conclusion	—	A	Habit,	Not	an	Event

Compliance	you	live	is	cheaper	than	compliance	you	perform.

This	book	opened	with	a	clean	Report	on	Compliance.	Every	box	checked,	every	signature	in	place,	an	assessor’s	name	on	the

cover	—	and	roughly	thirty	days	later,	a	breach.	Same	controls.	Same	ROC.	The	document	hadn’t	changed	at	all.	The	company

had	simply	stopped	doing	the	things	the	document	claimed	it	did,	the	moment	the	assessor’s	car	left	the	parking	lot.

Somewhere	across	town	there	was	another	company.	Less	budget,	fewer	tools,	a	smaller	team.	It	didn’t	breach.	Not	because	it

was	lucky,	and	not	because	it	had	bought	something	the	first	company	couldn’t	afford.	It	didn’t	breach	because	the	controls

listed	on	its	ROC	were	things	it	actually	did	—	on	a	Tuesday	in	March,	at	three	in	the	morning	on	a	Saturday,	on	the	day	a

contractor	left	and	the	day	a	new	one	started.	The	paper	described	its	life.	For	the	first	company,	the	paper	described	a

performance.

That	gap	—	between	compliance	you	live	and	compliance	you	perform	—	has	been	the	entire	argument.	Everything	else	in	these

pages	is	detail.

Four	pillars,	four	habits

The	four	pillars	were	never	four	projects	to	finish.	A	project	ends.	A	habit	doesn’t.	Read	back	through	the	failures	in	this	book

and	you’ll	notice	none	of	them	were	caused	by	missing	technology.	They	were	caused	by	a	control	that	ran	once,	for	the	audit,

and	then	quietly	stopped.

Asset	visibility	is	the	habit	of	always	knowing	what	you	have.	The	forgotten	dev	box	in	Chapter	1	—	three	years	of	cleartext

account	numbers	on	a	server	nobody	remembered	—	wasn’t	a	tooling	failure.	Somebody,	at	some	point,	knew	that	box	existed.

The	knowledge	died	when	the	person	who	held	it	moved	on,	because	the	inventory	lived	in	a	head	instead	of	a	process.	Visibility

you	refresh	only	when	the	QSA	asks	is	visibility	you’ve	already	lost.	The	companies	that	never	get	surprised	are	the	ones	that

walk	their	own	data	flows	on	a	schedule,	the	way	they’d	reconcile	a	bank	account	—	not	because	anyone	made	them,	but

because	not	knowing	is	how	you	end	up	explaining	a	breach	to	a	lawyer.

Data	minimization	is	the	habit	of	refusing	to	hoard.	The	 do_not_delete 	folder,	the	transaction	logs	from	2012	kept	“in	case

marketing	wants	them”	—	that	data	didn’t	protect	anyone.	It	sat	there	as	pure	liability,	waiting.	Every	record	you	don’t	keep	is

a	record	that	can’t	leak,	can’t	be	stolen,	and	can’t	be	assessed.	Deletion	isn’t	a	cleanup	you	do	before	an	audit.	It’s	a	discipline

you	run	continuously,	because	the	cheapest	and	safest	cardholder	data	will	always	be	the	data	you	never	stored	in	the	first

place.

Operational	continuity	is	the	habit	that	v4.0.1	finally	put	a	price	on.	The	fabricated	year	of	firewall	reviews	in	Chapter	8	—	a

month	of	eighteen-hour	days	manufacturing	evidence	that	controls	had	run	all	year	—	exists	because	someone	treated

compliance	as	an	event.	The	standard	now	demands	roughly	twelve	months	of	proof	that	controls	actually	operated,	every	day,

all	year.	You	either	have	that	evidence	because	the	work	happened,	or	you	spend	the	worst	month	of	your	professional	life

inventing	it	and	hoping	nobody	looks	too	closely.	The	SIEM	that	screamed	at	3:11	a.m.	in	Chapter	7	and	got	waved	off	as	noise

is	the	same	lesson	from	the	other	direction:	a	control	you	don’t	operate	every	single	day	is	not	a	control.	It’s	a	prop	you	dust	off

once	a	year.

The	human	factor	is	the	pillar	this	book	argues	hardest	for,	because	it’s	the	one	the	rest	of	the	industry	gets	backwards.	The

multinational	in	Chapter	6	owned	every	tool	in	the	catalog	and	couldn’t	operate	a	single	one	—	the	most	expensive	shelfware	in

the	building.	The	ten	engineers	in	Chapter	5	sharing	one	 admin 	login	with	MFA	switched	off	didn’t	lack	a	product;	they	lacked

a	practice.	You	hear	it	everywhere:	people	are	the	weakest	link.	In	PCI	DSS,	that’s	exactly	wrong.	Trained,	accountable	people

are	the	strongest	part	of	the	chain	and	the	part	no	platform	can	replace.	A	tool	nobody	can	run	is	worse	than	no	tool	at	all,

because	it	costs	money	and	buys	a	false	sense	of	safety.	People	run	the	program.	Tools	just	help	them.

The	lens	that	ties	it	together

Behind	all	four	pillars	sits	the	QSA’s	eye	—	the	way	a	real	assessor	tests	a	control	and	the	reason	hiding	things	is	the	most

expensive	mistake	a	client	can	make.	Chapter	9	put	two	companies	side	by	side:	the	Panama	processor	who	lawyered	up	over	a

single	Requirement	10	finding	and	burned	three	weeks	and	tens	of	thousands	of	dollars	arguing,	and	the	Medellín	fintech	that

fixed	the	identical	finding	in	two	hours.	Same	auditor.	Same	control.	The	only	variable	was	whether	they	treated	the	person

with	the	clipboard	as	a	partner	trying	to	reach	the	truth,	or	an	enemy	to	be	outlasted.

Live	the	four	pillars	and	the	lens	stops	being	scary.	When	asset	visibility	and	data	minimization	have	shrunk	your	scope	to	what

genuinely	matters,	you’re	paying	for	less.	When	operational	continuity	means	the	evidence	already	exists,	you	hand	over	facts



instead	of	manufacturing	them.	When	your	people	know	their	jobs,	the	assessor	interviews	them	and	hears	competence	instead

of	rehearsed	lines.	The	audit	becomes	what	it	was	always	meant	to	be:	a	check	on	a	healthy	system,	not	a	desperate	cram	for	a

test	you	didn’t	study	for.

The	math,	one	last	time

Here	is	the	argument	stripped	to	its	bones.	Compliance	you	live	is	cheap	to	run	and	cheap	to	prove.	The	work	is	spread	across

the	year	in	small,	boring	increments	—	a	log	reviewed,	an	access	list	trimmed,	a	firewall	rule	retired,	an	inventory	updated.

None	of	it	is	dramatic.	All	of	it	is	evidence,	accumulating	quietly	until	the	assessment	is	almost	an	afterthought.

Compliance	you	perform	is	the	opposite.	It’s	expensive	to	fake,	expensive	to	assess,	and	—	this	is	the	part	that	should	keep	you

up	at	night	—	worthless	the	moment	it	actually	matters.	The	first	company	in	this	book	had	a	perfect	ROC	and	got	breached

anyway,	because	a	document	is	not	a	defense.	Attackers	don’t	read	your	attestation.	They	probe	the	control	that	stopped

running	in	February.

You	do	not	get	secure	by	spending	more.	You	don’t	get	there	by	buying	the	tool	with	the	best	demo,	or	by	moving	everything	to

the	cloud	and	assuming	someone	else	now	owns	the	problem,	or	by	waiting	until	two	weeks	before	the	assessment	and	hoping

adrenaline	closes	the	gap.	You	get	there	by	doing	a	handful	of	basic	things	well,	every	day,	until	they’re	so	routine	you’d	feel

the	absence	of	them	—	and	then	proving	you	did,	because	under	v4.0.1	the	proof	is	the	point.

To	the	reader	at	the	start

If	you’re	the	founder	staring	down	a	deal	that	hinges	on	a	compliance	attestation	your	team	isn’t	ready	for,	or	the	CISO	who

inherited	a	program	built	entirely	around	audit	week,	the	temptation	is	to	look	for	the	shortcut	—	the	platform,	the	consultant,

the	magic	that	makes	this	go	away.	There	isn’t	one.	But	the	honest	path	is	shorter	than	the	shortcut,	and	far	cheaper,	because	it

ends	somewhere	real.

Start	where	this	book	started:	know	what	you	have,	keep	only	what	you	need,	run	your	controls	every	day	instead	of	once	a

year,	and	put	capable	people	in	charge	of	all	of	it.	Treat	your	assessor	as	a	skeptic	to	satisfy	with	facts,	not	an	adversary	to

defeat	with	arguments.	Do	that,	and	the	certificate	stops	being	the	goal.	It	becomes	a	byproduct	—	the	natural	receipt	for	a

business	that	was	already	secure.

The	appendix	that	follows	turns	this	philosophy	into	something	you	can	use	on	Monday	morning:	a	worksheet	to	draw	your	real

scope,	a	twelve-month	calendar	so	the	evidence	builds	itself,	a	checklist	to	walk	in	ready,	and	a	ninety-day	plan	for	the	team

starting	from	zero.	They’re	the	tools.	You’re	still	the	control.

Compliance	was	never	the	event.	It	was	always	the	habit.	Build	the	habit,	and	the	event	takes	care	of	itself.



Appendix	—	The	Field	Kit

Four	tools.	Use	them,	change	them,	argue	with	them.	They’re	built	to	be	worked,	not	framed.

The	book	is	the	philosophy.	This	is	the	part	you	print,	mark	up,	and	keep	on	the	desk.	Four	tools,	each	tied	to	a	pillar:	a

worksheet	to	find	your	real	scope,	a	calendar	so	the	evidence	builds	itself,	a	checklist	to	walk	into	the	assessment	ready,	and	a

ninety-day	plan	for	the	team	starting	cold.

Two	ground	rules	before	you	use	any	of	them.	First,	every	cadence	below	is	a	minimum	—	“at	least	every	six	months”	means

no	later	than,	not	exactly.	Doing	a	control	more	often	is	always	fine.	Second,	service	providers	carry	heavier	requirements

than	merchants;	where	that	changes	a	cadence,	it’s	flagged.	These	tools	guide	judgment.	They	don’t	replace	the	official	PCI

DSS	v4.0.1	document,	and	they	aren’t	legal	advice.	When	a	control’s	wording	matters,	read	the	standard.

Tool	1	—	The	Scope	Worksheet

Scope	is	ninety	percent	of	the	battle,	and	most	teams	get	it	wrong	in	the	same	direction:	they	draw	it	too	small	and	discover	the

rest	during	the	assessment,	the	expensive	way.	The	point	of	this	worksheet	is	to	find	the	scope	you	actually	have	before

someone	else	finds	it	for	you.

Work	it	in	three	passes.	Don’t	skip	the	third.

Pass	1	—	Where	does	account	data	live,	move,	and	rest?	For	every	system,	person,	and	process,	answer	one	question:	does

it	store,	process,	or	transmit	cardholder	data	or	sensitive	authentication	data?	List	them.	These	are	your	CDE	systems	—	fully	in

scope,	no	debate.

System	/	process	/	role Stores? Processes? Transmits?
Data	type	(PAN,	SAD,

etc.)

e.g.	payment	gateway ✓ ✓ PAN

e.g.	call-center	recordings ✓ PAN	+	SAD

Pass	2	—	What	can	reach	the	CDE,	or	affect	its	security?	This	is	the	pass	that	catches	people.	A	system	that	never	touches

card	data	is	still	in	scope	if	it	has	unrestricted	connectivity	to	the	CDE	(connected-to),	or	if	it	could	affect	the	CDE’s	security

(security-impacting)	—	your	domain	controller,	your	patch	server,	your	logging	platform,	your	admin	jump	box.

System	/	service Connected-to	the	CDE? Security-impacting? Why	it’s	in	scope

e.g.	Active	Directory ✓ ✓ Authenticates	CDE	admins

e.g.	SIEM	/	log	collector ✓ ✓ Receives	CDE	logs

Pass	3	—	What’s	out	of	scope,	and	can	you	prove	it?	This	is	the	only	pass	that	saves	you	money,	and	it	has	a	rule	the	others

don’t:	out	of	scope	is	a	claim	you	must	prove,	not	a	line	you	get	to	draw.	If	a	system	is	out	of	scope	because	segmentation

isolates	it	from	the	CDE,	that	segmentation	has	to	be	tested	—	at	least	once	every	twelve	months	for	merchants,	and	at	least

once	every	six	months	for	service	providers	(Req.	11.4.5	/	11.4.6).	An	untested	segmentation	boundary	is	not	a	boundary.

It’s	a	hope,	and	the	assessor	will	pull	it	back	into	scope.

For	every	“out	of	scope”	claim,	record:	what	isolates	it,	how	that	isolation	is	enforced,	and	the	date	it	was	last	tested.	If	any	of

those	is	blank,	the	system	is	in	scope	until	you	fill	it	in.

Re-confirm	scope	at	least	every	twelve	months	and	after	any	significant	change	(Req.	12.5.2).	Service

providers	do	this	every	six	months	(12.5.2.1).	Scope	is	not	a	one-time	drawing;	it’s	a	living	document	that	drifts

every	time	you	add	a	system,	a	vendor,	or	a	data	flow.

Tool	2	—	The	12-Month	Evidence	Calendar

This	is	the	centerpiece	of	the	kit,	because	it’s	the	answer	to	the	book’s	central	fact:	under	v4.0.1,	the	assessment	wants	roughly

twelve	months	of	proof	that	your	controls	actually	ran	—	not	a	policy	binder,	not	a	roadmap,	evidence.	If	you	run	this	calendar,

the	evidence	builds	itself,	and	audit	week	becomes	paperwork	instead	of	panic.

Capture	proof	as	you	go:	dates,	names,	screenshots,	ticket	numbers,	signed	reviews.	Evidence	created	in	the	moment	is	worth



ten	times	the	evidence	reconstructed	under	pressure	—	and	unlike	the	reconstructed	kind,	it’s	true.

Daily	-	Review	audit	logs	for	critical	systems;	investigate	anomalies	(Req.	10.4.1).	The	standard	now	expects	an	automated

mechanism	to	support	this	review	(10.4.1.1)	—	but	automation	doesn’t	remove	the	human;	it	routes	the	right	alerts	to	one.	-

Watch	for	failures	of	critical	security	controls	and	address	them	promptly	(10.7.2	/	10.7.3).	A	logging	sensor	that	goes	dark	is

itself	a	finding	now.

Weekly	(or	per	your	targeted	risk	analysis)	-	Confirm	payment-page	script	integrity	and	tamper/change	detection	is	running

and	clean	(Req.	6.4.3	/	11.6.1).	Weekly	is	the	common	baseline;	a	documented	targeted	risk	analysis	can	justify	a	different

frequency.	This	is	a	top	audit-failure	point	for	anyone	with	an	e-commerce	page.

Monthly	-	Apply	critical	and	high-severity	patches;	critical	vulnerabilities	are	addressed	within	one	month	of	release	(Req.

6.3.3).	-	Spot-check	that	new	systems	were	built	to	your	configuration	standards	before	they	went	live.

Quarterly	(at	least	once	every	three	months)	-	Internal	vulnerability	scans	(Req.	11.3.1)	and	external	ASV	scans	(11.3.2).

Re-scan	until	you	get	a	clean/passing	result;	keep	the	failing	scans	too	—	they’re	part	of	the	story.	-	Identify	and	securely	delete

stored	account	data	that’s	past	its	retention	period	(Req.	3.2.1).	Run	the	deletion	and	keep	proof	you	ran	it.	-	Service

providers:	review	that	personnel	are	actually	performing	their	security	duties	(Req.	12.4.2).

Semi-annual	(at	least	once	every	six	months)	-	Review	all	user	accounts	and	access	privileges;	remove	what’s	no	longer

needed	and	record	management’s	sign-off	(Req.	7.2.4).	The	fastest	way	to	fail	an	access	review	is	to	have	one	nobody	signs.	-

Review	network	security	control	(firewall)	rulesets	to	confirm	they’re	still	relevant	and	tight	(Req.	1.2.7).	-	Service	providers:

re-confirm	scope	(Req.	12.5.2.1)	and	run	segmentation	testing	(11.4.6).

Annual	(at	least	once	every	twelve	months)	-	Re-confirm	PCI	DSS	scope,	including	all	data	flows	and	connected	systems

(Req.	12.5.2).	-	External	and	internal	penetration	testing	(Req.	11.4);	for	merchants,	segmentation	testing	(11.4.5).	-	Security

awareness	training	for	all	staff,	with	the	content	reviewed	and	refreshed	to	cover	current	threats	—	phishing	and	social

engineering	specifically	(Req.	12.6.3).	-	Review	and	update	security	policies	and	operational	procedures	(Req.	12.1.x);	review

each	targeted	risk	analysis	(12.3.1).	-	Review	and	test	the	incident	response	plan,	including	the	case	where	account	data	turns

up	somewhere	it	shouldn’t	(Req.	12.10).	-	Review	third-party	service	provider	compliance	status	(Req.	12.8.4).

On	every	significant	change	(not	on	a	clock	—	on	the	event)	-	Re-evaluate	scope	(12.5.2).	A	new	system,	vendor,

acquisition,	or	data	flow	can	drag	things	back	into	scope	overnight.	-	Change	management,	testing,	and	approval	before	it	goes

to	production	(Req.	6.5).	-	Update	your	asset	and	data-flow	inventories	the	day	it	changes,	not	the	day	before	the	audit.

The	point	of	the	calendar	isn’t	the	calendar.	It’s	that	twelve	small,	boring,	documented	actions	a	year	add	up	to	a

year	of	evidence	—	and	a	year	of	actually	being	secure.	Miss	them	and	you’re	back	to	the	eighteen-hour	days,

fabricating	a	past	that	didn’t	happen	for	a	control	that	wasn’t	running.

Tool	3	—	The	QSA-Readiness	Checklist

Walk	into	the	assessment	with	these	in	hand	and	you	change	the	entire	tone	of	the	engagement.	A	prepared	client	gets	lighter

sampling,	fewer	billed	hours,	and	an	assessor	who	trusts	the	shop.	An	unprepared	one	gets	the	opposite,	and	pays	for	it	in	both

money	and	time.	Run	this	checklist	a	few	weeks	out	—	not	the	night	before.

Documentation	ready	to	hand	over	-	[	]	Current	scope	definition,	network	diagram,	and	data-flow	diagram	—	dated,	and

matching	reality	(not	the	diagram	from	two	reorganizations	ago).	-	[	]	Asset	inventory:	hardware,	software,	and	bespoke/custom

applications	(Req.	12.5.1).	-	[	]	Information	security	policy	and	the	operational	procedures	for	each	requirement,	reviewed

within	the	last	twelve	months.	-	[	]	Roles	and	responsibilities	—	documented,	assigned,	and	understood	by	the	people	who	hold

them	(the	X.1.2	requirements	across	Requirements	1–11,	plus	12.1.3	/	12.1.4).	The	assessor	will	interview	those	people.	Make

sure	they	can	describe	their	own	jobs.	-	[	]	Your	completed	targeted	risk	analyses	(Req.	12.3.1)	for	every	control	where	you

chose	a	frequency.

Evidence	the	calendar	already	produced	-	[	]	Twelve	months	of	log-review	records,	vulnerability	scans	(internal	and

external),	and	remediation	tickets.	-	[	]	Most	recent	penetration	test	and	segmentation	test	results,	with	remediation	evidence.	-

[	]	The	last	two	semi-annual	access	reviews	and	firewall	rule	reviews,	with	sign-offs.	-	[	]	Security	awareness	training	completion

records	and	the	current	training	content.	-	[	]	Change-management	records	for	significant	changes	during	the	period.	-	[	]

Payment-page	script	inventory	and	tamper-detection	evidence,	if	you	have	an	e-commerce	channel.

Controls	a	QSA	checks	first	because	they	fail	most	often	-	[	]	MFA	is	enforced	for	all	access	into	the	CDE,	not	just	remote

or	administrative	(Req.	8.3.1).	The	“all”	is	the	trap.	-	[	]	No	shared	or	generic	accounts	in	the	CDE;	every	action	traces	to	a

person.	-	[	]	Passwords	meet	the	12-character	minimum	(Req.	8.3.6).	-	[	]	Stored	PANs	are	rendered	unreadable	correctly	—

keyed	cryptographic	hashing	where	hashing	is	used,	and	remember	that	disk-level	encryption	alone	doesn’t	satisfy	the



requirement	for	system	components	other	than	removable	media.	-	[	]	No	sensitive	authentication	data	stored	after

authorization	—	anywhere,	even	encrypted.

Posture	-	[	]	You	know	your	own	open	gaps	before	the	assessor	does,	and	you	have	a	remediation	plan	for	each.	Volunteering	a

known	gap	with	a	plan	builds	credibility.	Getting	caught	hiding	one	destroys	it	—	and	a	destroyed	reputation	means	every

sample	gets	bigger.

Tool	4	—	“Starting	from	Zero”:	The	90-Day	Plan

For	the	founder	who	needs	PCI	DSS	to	close	a	deal,	or	the	team	that’s	never	done	this	before,	the	hardest	part	isn’t	any	single

control	—	it’s	starting.	The	whole	thing	looks	like	a	wall.	This	plan	turns	the	wall	into	ninety	days	of	specific	moves.	It	won’t

make	you	compliant	by	day	ninety;	on	a	real	environment,	full	alignment	usually	takes	longer.	It	will	get	you	from	frozen	to

moving,	with	a	defensible	map	of	where	you	stand.

Days	1–30	—	See	clearly	You	can’t	secure	or	shrink	what	you	can’t	see,	so	the	first	month	buys	nothing	and	clarifies

everything.	-	Build	the	asset	inventory	and	data-flow	diagram.	Walk	it	physically	and	ask	“where	does	the	data	go	next?”	until

nobody	can	point	anywhere	new	—	exactly	the	question	that	found	the	dev	box	in	Chapter	1.	-	Run	Pass	1	and	Pass	2	of	the

Scope	Worksheet.	Resist	the	urge	to	declare	anything	out	of	scope	yet.	-	Confirm	which	SAQ	type	or	full	ROC	applies	to	you,

and	which	assessment	level	your	acquirer	or	payment	brand	requires.	Get	this	wrong	and	you’ll	do	the	wrong	work.	-	Find	every

place	card	data	is	stored	that	doesn’t	need	to	be.	Don’t	delete	in	a	panic	—	just	locate	it.	You’re	drawing	the	map,	not	yet

redrawing	the	house.

Days	31–60	—	Cut	and	contain	Now	you	act	on	what	you	saw.	-	Delete	or	stop	collecting	the	data	you	don’t	need	(Pillar	2).

Every	record	you	remove	shrinks	the	next	sixty	days	of	work	and	the	long-term	cost	forever.	-	Stand	up	the	controls	that	are

both	high-impact	and	common	failures:	MFA	for	all	CDE	access,	kill	shared	accounts,	set	the	12-character	password	floor,	lock

down	the	obvious	network	paths	between	untrusted	zones	and	anything	touching	card	data.	-	Begin	segmenting	to	pull	systems

out	of	scope	—	and	plan	to	test	that	segmentation,	because	untested	isolation	doesn’t	count.	-	Start	the	evidence	calendar	now,

even	though	the	environment	is	still	moving.	The	earlier	the	clock	starts,	the	more	real	evidence	you’ll	have	when	the

assessment	comes,	and	the	less	you’ll	be	tempted	to	invent	later.

Days	61–90	—	Operationalize	and	check	The	goal	of	the	final	month	is	to	turn	one-time	fixes	into	running	habits	and	to	find

what’s	still	broken	while	it’s	cheap.	-	Assign	owners.	Every	control	on	the	calendar	needs	a	name	attached	and	a	person	who

understands	the	job	—	because	people	are	the	control	(Pillar	4),	and	an	assessor	will	interview	them.	-	Write	the	policies	and

procedures	to	match	what	you	now	actually	do.	Reverse-engineer	the	document	from	the	practice,	never	the	other	way	around.

-	Run	a	gap	analysis	—	yourself,	or	with	an	outside	firm	before	the	formal	assessment.	Finding	gaps	now	costs	a	fix.	Finding

them	during	the	assessment	costs	a	finding,	an	argument,	and	possibly	a	re-test.	-	Pick	your	QSA,	if	you	need	one,	and	start	the

relationship	as	a	partner.	Bring	them	your	known	gaps	and	your	plan.	You	want	the	skeptic	on	your	side	early,	while	it’s	cheap

to	be	honest.

At	day	90	you	won’t	be	finished	—	you’ll	be	honest.	You’ll	know	exactly	what	you	have,	what	you’ve	cut,	what’s

running,	and	what’s	left.	That’s	worth	more	than	a	rushed	certificate,	because	it’s	the	difference	between	the

company	that	passed	and	the	company	that	was	actually	secure.	One	of	them	sleeps	at	night.

The	tools	end	here.	The	work	doesn’t	—	that’s	the	entire	point.	Compliance	you	live	is	cheaper	than	compliance	you	perform,

and	these	four	pages	are	how	you	live	it:	see	clearly,	hold	less,	run	it	daily,	and	trust	your	people.	Keep	them	on	the	desk,	not

on	the	shelf.



Glossary

A	plain-language	reference	to	the	terms	that	appear	most	often	in	this	book.	It	is	deliberately	short.	For	authoritative,	complete

definitions	—	and	for	any	term	not	listed	here	—	use	the	PCI	SSC’s	official	Glossary	of	Terms,	Abbreviations,	and	Acronyms	at

pcisecuritystandards.org/glossary/,	and	Appendix	G	of	the	PCI	DSS	v4.0.1	standard.	Where	this	book	and	the	official

glossary	ever	seem	to	differ,	the	official	source	wins.

AOC	(Attestation	of	Compliance)	—	The	signed	form	on	which	a	merchant	or	service	provider	attests	to	the	results	of	a	PCI

DSS	assessment,	as	documented	in	a	SAQ	or	ROC.	A	statement	of	status,	not	a	force	field.

ASV	(Approved	Scanning	Vendor)	—	A	company	approved	by	the	PCI	SSC	to	run	the	external	vulnerability	scans	required	at

least	every	three	months.

BAU	(Business	as	Usual)	—	Treating	controls	as	ongoing	operations	embedded	in	daily	work,	so	they	run	—	and	generate

evidence	—	continuously,	not	just	for	the	assessment.

CDE	(Cardholder	Data	Environment)	—	The	people,	processes,	and	systems	that	store,	process,	or	transmit	account	data,

plus	any	component	connected	to	them	or	able	to	affect	their	security.

CHD	(Cardholder	Data)	—	At	minimum	the	PAN;	may	also	include	cardholder	name,	expiration	date,	and	service	code.	May

be	stored	if	it	is	protected.

Compensating	Control	—	An	alternative	used	when	a	requirement	genuinely	cannot	be	met	as	written,	for	a	documented

constraint.	It	must	meet	the	intent	and	rigor	of	the	original	and	go	above	and	beyond	what	other	requirements	already	demand.

Customized	Approach	—	The	v4.0	option	to	meet	a	requirement’s	stated	objective	with	controls	of	your	own	design,	backed

by	a	targeted	risk	analysis	and	bespoke	testing.	More	work	than	the	defined	approach,	not	less.

DMZ	(Demilitarized	Zone)	—	A	buffer	network	zone	between	an	untrusted	network	and	trusted	internal	systems,	so	a

compromised	internet-facing	host	is	never	one	hop	from	cardholder	data.

DTMF	Suppression	—	A	call-center	technique	where	the	customer	keys	card	details	into	their	phone,	so	the	tones	never	reach

the	agent	or	the	call	recording.

HMAC	(keyed	hashing)	—	A	hash	that	incorporates	a	secret	key.	Under	v4.0.1,	where	stored	PANs	are	rendered	unreadable

by	hashing,	the	hash	must	be	keyed	(such	as	HMAC),	because	a	plain	hash	of	a	short	PAN	can	be	brute-forced.

ISA	(Internal	Security	Assessor)	—	An	employee	trained	and	certified	by	the	PCI	SSC	to	perform	PCI	DSS	assessment	work

inside	their	own	organization.

Masking	—	Concealing	digits	of	a	PAN	when	it	is	displayed	(at	most	the	BIN	and	last	four	shown).	Governs	screens	and

printouts,	not	stored	data.	Compare	with	rendering	unreadable.

Merchant	—	Any	entity	that	accepts	payment	cards	for	goods	or	services.	A	merchant	can	also	be	a	service	provider.

MFA	(Multi-Factor	Authentication)	—	Authentication	using	at	least	two	independent	factors	from:	something	you	know,

something	you	have,	something	you	are.	Required	for	all	access	into	the	CDE	under	v4.0.1.

NSC	(Network	Security	Control)	—	Anything	that	enforces	traffic	rules	between	network	zones	—	hardware	or	virtual

firewall,	cloud	security	group,	host	firewall,	container	policy.	The	v4.0	term	that	replaced	“firewalls	and	routers”	in

Requirement	1.

PAN	(Primary	Account	Number)	—	The	payment	card	number	that	identifies	the	account.	The	core	element	PCI	DSS	exists

to	protect.

PCI	DSS	(Payment	Card	Industry	Data	Security	Standard)	—	The	security	standard	for	any	entity	that	stores,	processes,	or

transmits	payment	account	data.	v4.0.1	is	the	only	active	version	in	2026.

PCI	SSC	(PCI	Security	Standards	Council)	—	The	body	that	develops	and	maintains	PCI	DSS	and	certifies	QSAs	and	ASVs.

QSA	(Qualified	Security	Assessor)	—	An	individual	qualified	by	the	PCI	SSC,	working	for	a	QSA	Company,	to	perform	PCI

DSS	assessments	and	produce	a	ROC.

ROC	(Report	on	Compliance)	—	The	detailed	report	documenting	assessment	results	against	every	applicable	requirement;

required	for	higher-volume	merchants	and	for	service	providers.

SAD	(Sensitive	Authentication	Data)	—	Full	track	data,	the	card	verification	code,	and	the	PIN	or	PIN	block.	Must	never	be



stored	after	authorization	—	encrypted	or	not.

SAQ	(Self-Assessment	Questionnaire)	—	A	validation	tool	that	lets	eligible	merchants	and	service	providers	self-assess,	in

place	of	a	full	ROC.

Segmentation	—	Isolating	the	CDE	from	the	rest	of	the	network	so	out-of-scope	systems	cannot	reach	it.	The	biggest	cost	lever

in	the	standard	—	and	it	only	counts	once	penetration-tested.

Service	Provider	—	A	business	that	stores,	processes,	or	transmits	cardholder	data	on	behalf	of	another	entity,	or	that	can

affect	the	security	of	others’	card	data.	Carries	stricter,	more	frequent	obligations	than	a	merchant.

Shared	Responsibility	Model	—	The	split	of	duties	between	a	cloud	provider	(security	of	the	cloud	—	the	platform)	and	the

customer	(security	in	the	cloud	—	everything	configured	on	top).

SIEM	(Security	Information	and	Event	Management)	—	A	platform	that	aggregates	and	correlates	logs	to	surface	security

events.	Under	v4.0.1,	audit-log	review	must	be	supported	by	automated	mechanisms.

Targeted	Risk	Analysis	(TRA)	—	A	documented	analysis	(Req.	12.3.1)	that	justifies	the	frequency	or	approach	chosen	for	a

flexible	requirement,	reviewed	at	least	once	every	twelve	months.

Tokenization	—	Replacing	a	PAN	with	a	meaningless	surrogate,	with	the	real	number	held	in	a	separate	hardened	vault.	A

token	you	cannot	reverse	can	take	a	system	out	of	scope.

Truncation	—	Permanently	removing	digits	of	a	PAN	so	the	full	number	cannot	be	rebuilt;	one	accepted	way	to	render	stored

PAN	unreadable.
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